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1. Linux Secure Boot {8 23

Secure Boot & 4 T #fifR i % L2/ B 4F 528 B &VEN —ERERAE, FEHMWEIEIEEE = AR
BENA R — MR 55 0. 8 Secure Boot/&, PRI/ XM G, W& SHAEE, WERSFILE
iTo

Secure Boot EERIPRAR B3I XKL 4. SystemMA 40X, ZCRRME T 4 XN X
BRI R

System-Verity System-Encryption

RS R WIS TE A WA

ARG BISCA Y, 7% EBoot.img &l 4 I, & AF #ERPMBS; X
IEdES 4 &

IR & 7

BIBRASL, Jetl ) Ml 7S AP G Ir 2R, ANPGRS R BHEA R, SRR < sking A —
B, AP RBBEAN R TN . ASCHE Tl A SDKAEA b, FBIE P IR 22477 % . fEpERA b,
wiRft— LA, R S E L R E 7 TR

1.1 Linux Secure Boot /i fE

Data process in Data generate
Bootrom Data storage OBM Code

SHA256

OBM Code

iOBM ;

Code
SHA256 DS of Digital
st v [ pones
OBM Code
Digltal
signature

RSA2048
Encyption

SHA256 l«—— Public Key =

MATCH?

YES|
i -47/ 'mre:' /4—' SHA256 a—(mclﬂey “

PLERFEE, /&BootromM Kiloader Uit 2, HoAh AL, HA2SRBIKIFE.

fAmS U, — N2 A ELHE Firmware(OBM Code) + Digital Signature + Public key
H b Digital Signature + Public Key #5242 T L.

L, B2 E A AE eMMC 55 Flash I, Public Key Hash f{(7E:ts Fff] OTP(eFuse) L.
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JEEIE g, 8 OTP H /) Hash &G EFH A, HHAIREE LT, BESH 5%4
ﬁﬁﬁﬁé’%ﬁmﬂ’lx&%o

£ L Rockchip-Secure-Boot-Application-Note-V1.9.pdf

OPT/ — \Verified Flow
Bootrom
eFuse — Security infomation Read via TEE
---» Optional
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O
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l v ¥
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TEE
— (ree ] |
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System L ) Boot Recovery
Encryption \ /
Y

[ System ]

Note: Trust/[& £ 5 Uboot[E 4P 2%, #2& HSPLE Loaderii 5, HKIGHAE S5Uboot—3.. s FEL, &
204 Trust[E £F 4T3 Uboot & £F H

FETUL R, SRR —EZHES, HA FZ R OTP/eFuset 5 —MPublic Key Hash, #R)5 %
ANEFIZ A8 FH Public Key Hashi2 56 5 2 B4, TER— NPl SHERS, DR aE s [ 1T 2 52 % 580
1.

Secure Bootf) 3 ZARHY HU-boot$2 ik, RIERIU-boot /i T — 2% [l 144 H 22 41 .- System FI A 36 B & 10 2%,
H Ramdisk 5 37 # 2 (VL "R 50 % 4" &),

1.2 Secure Boot Z& 17

N T InsE R E R 2 A, AT EBERS A AT IR EAR AR R R, JRANRE I R SR TR
B T AMEIRAEESE, Linux P EIERME T BRI e EIXIE, B 726 H e UE R
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174 X 35 Ui

T SOC Lk, #RIEWHLEHI A Wike s .
OTP ] i1 Miniloader / SPL 5%, eFuse Hfgild PC THIRS
AN SOC KRR/ B, HET Linux “F & FEAH:
OTP / eFuse eFuse: RK3399 / RK3288
OTP: RK3308/RK3326/PX30/RK3328
BN B B OTP/eFuse Al KNS —, (HEAS KK, —MB#REH—HA
Keyso

AT eMMC ERJ—HE P IX, KRG EAT I,
i 2 SOC £ A (Bl A fEl TEE 51D

RPMB

S IXNEINEALTN, ToikEEE,

— NI A X

BT A LR X, 2 N yRth Flash /v B
Security RPMB MBI 73 X o 53 X N 2 035 A7 T8
Partition ToVEHR, (HATRERCRSBIEER . [FIFE A Bt TEE Vil

Comfl)#E%, TEE V5m#R4E, Secure Boot LVEIEH B3 .

Note: 1 T- OTP (eFuse) 3% Rockchip NFBMEH], % 122413 Bkt 25 % & RPMB/Security 25 HiAt [X
o WIEREERR R, I LSS R E R R TR

2. Secure Boot

Linux £4iH, 245 7 #iIH2FSecure Boot /5%, FITRIAVBY %, WORZ—FEN, WiF7 RATNRM, &
A BRI TR, WESH .

2.1 FIT

FIT (flattened image tree) &U-BootSz ¢ I—F#r [ HFR A 5] F %R, XFHMEE 2 MNimagedT WAL
4% . FIT {£F its (image source file) X4 {iifimage(5 B, &5 iH T mkimage T B4k itb (flattened image
tree blob) i itsXXIFEA DTS AN, JEH R, wTULEEAEAlibfdt AT R [Fr 5
—EHNZ T

HEZFITH {5 E, Z%Rockchip Developer Guide UBoot Nextdev 3 F45H| —&.

2.1.1 Keys 4 &,

U-Boot L2 NHAT a1 F = 2% i & 7] DLAE A 44 I IIRSA R AN o B EAE LN R R 2 A —k, IS HEH
RS A MIGAE 1, T 2B R
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# 1. JilkeyMIHZE: keys
mkdir -p keys

# 2. fFHRKHI"rk_sign tool" TLEAMRSA2048MFAfprivateKey.pemfllpublicKey.pem, 43758
GAFA: keys/dev.keyflkeys/dev.pubkey. & N:

../rkbin/tools/rk_sign tool kk --bits 2048 --out .

In -s privateKey.pem keys/dev.key

In -s publicKey.pem keys/dev.pubkey

# 3. fH-x509MBEHLER —NEHEBELIET: keys/dev.crt CGHRARFRZERTAHD
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt
WERARAT T H 3N A md S

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND load file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

S FahflEE: touch ~/.rd
1s keys/ BB H:

dev.crt dev.key dev.pubkey

EE: iR "keys". "devkey". "dev.crt" . "dev.pubkey"# FHELANAIAE . [RIAIX EE A T E LA Eits
PR A E X, a0 RO W 23T A R

21200 E

U-Bootdefconfig] FF- i1 F L & :

# ik,
CONFIG FIT SIGNATURE=y
CONFIG _SPL FIT SIGNATURE=y

# Ak,

CONFIG_FIT ROLLBACK PROTECT=y # boot . imgPi[EIVE
CONFIG_SPL_FIT ROLLBACK PROTECT=y # uboot.imgljEl&

G I make menuconfighf) /7 XU ECE 5, Pl IS make savedefconfig 8T )5 A< ) defconfig 3L
o SXAE AT DLTEE G R Dl i N defoonfige B 1M -3 BUH O R AR, 1115 302 P8 2R IR A 100

2.1.3 U-boot4 iF DA K [& 1425 4

U-boot% i T {5, [H] i X boot.img / recovery.img / loader.bin / uboot imgi#t {7444 . UL ESw ERT, 72
1 72 BL25 4 I boot.img Mllrecovery.img K7 & .

(1 Hahdr4& CRBFENRD -

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img

G PEE IR -
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# IFsERE, EHEZ X Muboot . img, boot . imgflrecovery. imgo.
start to sign rvl1126_spl loader v1.00.100.bin

oo,

sign loader ok.

oo,

Image (signed, version=0): uboot.img (FIT with uboot, trust...) is ready

Image (signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image (signed, version=0): Dboot.img (FIT with kernel, fdt, resource...) 1is ready
Image (signed): rv1126 spl loader v1.05.106.bin (with spl, ddr, usbplug) is ready

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with new .config(make rvll26-secure defconfig)

) FEwél:
MR EBGIENE, LA EiR (1) & hnrollbackZ %, #il0:

// f85E uboot.img,boot.imgMrecovery.imgi/MRAS /A N10. 12, 12.

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12
I 144 2R

[/ mPFFTERE, EREZL Fuboot . img, boot . imgMlrecovery.img, HAEHRIERAS .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,
resource...) 1is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

3 FEwd2:

IR B A 4AhashE S FIOTP/eFUSE, 2% Bid (1) 8¢ (2) JBINSH --burn-key-hash . FilUl:

# fHEuboot.img,boot.imgMrecovery. imglE/MEA S/ HIANL0. 12, 12.

# FRSPLMY B A hashkE S F|oTP/eFUSEH

./make.sh rvl1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --

burn-key-hash

TR E, EHRA S AR T/ — A (TS , RIERG A AR

oRETT

=



# ffif¢ burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

# giFE, ARES 4R uboot . img, boot . imgflrecovery.img, HAEHEERAES .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel, fdt,
resource...) 1s ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed): 1rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is ready

L HIFYURT AEE BISPLFTEI: RSA: Write key hash successfully .

FE: AfHhashZ2ERE, ReEMaskromZ K Wloader, HEEF)E, LERE . loader i
uboot A & J5 L UE MR R 2 — B . Fitk, R B2 S H burn-key-hash .

(4) ¥ Bar43: FIT BMHE4T BH43
N7 fdibootfllrecovery H3#T, U-bootth 37 # Bl Xt bootakrecovery [Fl {4 #4745 4% o 75 B 2 Al 56 B dm i — K
244 BU-bootld 1F »

./make.sh rv1126 --spl-new
# mIRHT, WEEFBELE, CAZEDHRIET —IKU-boot

./scripts/fit.sh --boot img boot.img # HREE

./scripts/fit.sh --recovery img recovery.img # M

% boot.img
%

recovery.img

T H{RU-bootfl ¥ scripts: fit.sh: repack boot / recovery individually %] (Change-
Id: 1b9¢0396625971469¢13¢8092d233¢2aea5714486)

(5) EEREM:

e -boot_img: Alifk. FHEFFR 4 KIboot.img.

e -recovery img: H[ik. ¥EEMZEL Mrecovery.img.

e -rollback-index-uboot v --rollback-index-boot .« --rollback-index-recovery : k. faE
B PR ARA 5

o -splmnew: HWURGHFATSAMMSE, WERNE I rkbin P Kspl S AHT €4 iloader; 17 {8 H 4
HiI 9 PE PR spl SC AT Elloader

[A JNu-boot-spl.dtbH 7 ZALERSAANE CRATH ) , BT ARKAE A [FISDKAN L TErkbin (3 FE A L RF %
A fashfsplctE. Rk, P4 R R —-spl-new 80, HAZF P AT LUE E 2 spl iR A FE 22 2]
rkbin TR, 05 2 B W] 1IN 558 T DAAS B 8 24, Rk A T IX AN FR0E i spl ST A
kG AR =AM loaders ubootimg. bootimg, HZERSA Key ¥ Bk, H o VF sl 5 F H A
AR E A



2.1.4 B3 WAL

R E IR, 4% Key Hash"¥iKey Hashk5 NOTP, ¥2F LA Flog.

Trying to boot from MMC1

// SPLIEMREEH I

sha256, rsa2048:dev+

// BRI Hifuboot . imgE A S Z10, ANHIRDEA SR
rollback index: 10 >= 9, OK

// SPLIEMA THEMhashiRl

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat rockchip pmu init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 0 plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000 0x8400880
Ox1lc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

### Loading kernel from FIT Image at 3d8122c0

Using 'conf' configuration

// uboot Tt AR

Verifying Hash Integrity ... sha256,rsa2048:dev+ OK
// BRI oot . img A T R22, AHLKIER/MEASE21
Verifying Rollback-index ... 22 >= 21, OK

Trying 'kernel' kernel subimage
Verifying Hash Integrity ... sha256+ OK // 5EMikernelffhashf&if
### Loading ramdisk from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'ramdisk' ramdisk subimage
Verifying Hash Integrity ... sha256+ OK // 5&framdiskfJhashiii:
Loading ramdisk from 0x3dd3d4cO to 0x0a200000
### Loading fdt from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'fdt' fdt subimage
Verifying Hash Integrity ... sha256+ OK // 5EMfdtihashiZi
Loading fdt from 0x3d812ecO to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234cO0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel
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B EEARRAEN, REBIIEILT B,

2.2 AVB

AVB (Android Verified Boot) F %z T Android54t, [FH%8U-Bootlil {4, AL 7 — e Mn{E5E, M
SRR S TTAG, — B 25 2 MEAET, LA U-Boot BG4 X (EbUiboot B recovery sy
X) .

Linux %24 I, HT 8> Android R AME, [Fk, XTAVBRETHEEY, (f# FH AVB5E ilkibootFlrecovery 7
X 56 . Loader E| Uboot % 5 FHRKAAE 77 % 58 o

2.2.1 Keys 4 %,

Loader %] Uboot/{1#25%:, HRKFAH T REH, TEAR —HARSAZHN, FFITHE—H, SHFIT Keys
R

FRitsh, AVB 8B 5 LLF 4 48 Key:

Product RootKey (PRK): AVB ] Root Key, eFuse % #% ', H Base Secure Boot [f] Key &3 AH(E B
OTP &4, HFEZLIF/eAEi T OTP i) PRK-Hash {5 B 5 ;

ProductIntermediate Key (PIK): /i Key, HF/M{EH;
ProductSigning Key (PSK): T2 4 [E 441 Key;

ProductUnlock Key (PUK): H T4 & .

Public Key eFuse Only

_ permanent_at
Private Key >
permanent_attri

e Pik_certificate

Secure
Boot
Tool

metadata

psk_certificate

Recovery.img —»{ Recovery_s.img
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AVB RIEIX 4 1 Key JRAEH — KA, WEFTR, BEREES Google AVB Fifihttps:/android.googl
esource.com/platform/external/avb/+/master/README.md

Ak AVB AHLE, Linux FFEHE T AVB 3 B E R DR, HA NIERD Rockehip “F &, 7E
eFuse¥{ % I, #i4M=4E T permanent attributes cerbin, XfffFHRATA LA LK permanent attributes.bin
N eFuse N, E4%H loader F/AHILEE permanent attributes.bin 15 5, X %454 eFuse 257 HI1/EH .

tools/1inux/Linux_SecurityAVB/avb_keys'T:Eﬂéé%?“é?ﬂﬂﬁ&ﬂgﬁE43$ﬂ](ey, AR B ] LS
AX—E%YH, FEFEANEE. EXRd, BERBRECHAEEH. TURTHSEAT
A .

cd tools/linux/Linux_ SecurityAVB/
touch avb keys/temp.bin

# Input 16 bytes product id, like "0123456789ABCDE"

# Or use random id,

# head -c 16 /dev/urandom | od -An -t x | tr -d ' \n' > avb keys/product id.bin
echo -n $PRODUCT_ID > avb_keys/product id.bin

# Generate test keys.

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
avb_keys/testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
avb_keys/testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
avb_keys/testkey pik.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
avb_keys/testkey puk.pem

# Generate certificate.bin and metadata.

python scripts/avbtool make atx certificate --output=avb keys/pik certificate.bin
--subject=avb_keys/temp.bin --subject key=avb keys/testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=avb keys/testkey prk.pem

python scripts/avbtool make atx certificate --output=avb_ keys/psk certificate.bin
--subject=avb_keys/product id.bin --subject key=avb keys/testkey psk.pem --
subject key version 42 --authority key=avb keys/testkey pik.pem

python scripts/avbtool make atx certificate --output=avb keys/puk certificate.bin
--subject=avb_keys/product id.bin --subject key=avb keys/testkey puk.pem --
usage=com.google.android.things.vboot.unlock --subject key version 42 --
authority key=avb keys/testkey pik.pem

python scripts/avbtool make atx metadata --output=avb keys/metadata.bin --
intermediate key certificate=avb keys/pik certificate.bin --

product key certificate=avb keys/psk certificate.bin

# Generate permanent attributes.bin
python scripts/avbtool make atx permanent attributes --
output=avb keys/permanent attributes.bin --product id=avb keys/product id.bin --

root authority key=avb keys/testkey prk.pem
# If eFuse device used, generate permanent attributes.bin.

openssl dgst -sha256 -out avb keys/permanent attributes cer.bin -sign dev.key

avb_keys/permanent attributes.bin
JITEL, AVB J5 %EKeys 45 UL R PIANER 2y, 70 A0 T A H 25k

PC:~/SDKS tree u-boot/keys/


https://android.googlesource.com/platform/external/avb/+/master/README.md

F—— dev.key

L dev.pubkey
PC:~/SDK$ tree tools/linux/Linux_SecurityAVB/avb_ keys

F—— metadata.bin

— permanent attributes.bin
— pik certificate.bin

— product _id.bin

— psk certificate.bin

— puk certificate.bin

F—— testkey pik.pem

F—— testkey prk.pem

F—— testkey psk.pem

— testkey puk.pem

# M, testkey *.pem RAVBIMIEH, HARbinCMHHZAVEEHHRYE i HEIRAE H I HHIES.

222 E
2.2.2.1 Trust

ik 1kbin/RKTRUST, PL RK3308 A, %3] RK3308TRUST.ini, 1524

[BL32 OPTION]
SEC=0

BN

[BL32 OPTION]
SEC=1

TOS # K Htrust, BRINEZLFF/E T BL32_oPTION, M4 RK3288TOS.ini
2.2.2.2 U-boot

U-boot i 2 LL R RFIESCHS -

# OPTEE support

CONFIG_OPTEE_CLIENT=y

CONFIG_OPTEE Vl=y #RK312x/RK322x/RK3288/RK3228H/RK3368/RK3399 5V2HJF
CONFIG_OPTEE V2=y #RK3308/RK3326 HV1HJF

# CRYPTO support

CONFIG DM CRYPTO=y # eFuse W& LI
CONFIG_ROCKCHIP CRYPTO Vl=y # eFuse %4, M1 RK3399/RK3288, &1kt
CONFIG ROCKCHIP CRYPTO V2=y # eFuse &%, M1 RK1808, %&5)/7ik#%

+

# AVB support

CONFIG AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG_AVB_LIBAVB ATX=y
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CONFIG AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y

CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y

CONFIG_ANDROID AVB=y

CONFIG OPTEE ALWAYS USE SECURITY PARTITION=y # FeMMCE&ITIF, LAfFfEsecuritysrX
CONFIG_ROCKCHIP PRELOADER PUB KEY=y # REMH TeFusei s
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

#fastboot support
CONFIG FASTBOOT=y

CONFIG_FASTBOOT BUF ADDR=0x2000000 # LR, AME
CONFIG_FASTBOOT BUF SIZE=0x08000000 # LEI, B

CONFIG FASTBOOT FLASH=y
CONFIG_FASTBOOT FLASH MMC DEV=0

43T &5 BRANU-bootlit & A~ H-fastboot.  1EF FFALIIATAR, $%4E ctri-M v LA 2 2980 11 A7 5 Aii

FBIALE CONFIG FASTBOOT BUF * , JCARMIIEFNA/INTE ZEE G A T N AP B B R .

M . /make.sh xxxx, 4% uboot.img, trust.img 1 loader.bin.

2.2.2.3 Parameter

vbmeta & 7 X £ I H, securityd) X 7 B4 A {415 150 vl e 50 -

o vbmetaZ) XSZAFHH bR X KI5 BRSO, KM

o security/r X, —MZIENRPMBIE M, WHREIEeMMCE % L, BARPMB, B ZEMAIXA
X, KM, WHERFFJS CONFIG OPTEE ALWAYS USE SECURITY PARTITION , M5 i {# F
security 43 [X .

Bk, s X AT LU AR 23 1 «

# AVB parameter:
0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (trust),0x00002000@0x00008000 (
misc),0x00010000@0x0000a000 (boot),0x00010000@0x0001a000 (recovery),0x00010000@0x0
0022000 (backup) ,0x00020000@0x0003a000 (oem) , 0x00300000@0x0005a000 (system), 0x00000
800@0x0035a000 (vbmeta) ,0x00002000@0x0035a800 (security), -

@0x0035c800 (userdata:grow)

uuid:system=614e0000-0000-4b53-8000-1d28000054a9

NEIE, FERCCR B S X ARERS BN, BX5)5, HE# parameter.txt.

2.2.3 BElHE4

Loader. Uboot. Trust%#f¥H rk sign tool:

export RK_SIGN TOOL=${SDK DIR}/rkbin/tools/rk sign tool

export KEYS=${SDK DIR}/u-boot/keys # Keys AEMEN, BikkeyFlHu-boot/keys
${RK751GN7TOOL} cc —--chip $CHIP

S{RK_SIGN TOOL} 1k --key SKEYS/dev.key --pubkey $SKEYS/dev.pubkey

S{RK_SIGN TOOL} sl --loader < path to loader.bin >
S{RK_SIGN TOOL} si --img < path to trust.img or uboot.img >


af://n240
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BRINZE 4 A BE 5 OTP Public Key Hash, J5 {8 i

ﬁ%%gﬁflﬁoiT’PubHCl(eyfkwh, #ﬁ%ngS{SDKiDIR}/rkbin/tools/setting.iniLF, JIIPN
sign flag=0x20

Boot 1 Recovery 224 ffi ] avbtool :

# Sign boot.img

IMAG=boot.img # path to boot.img

SIZE="1ls S${IMAGE} -1 | awk '{printf $5}'"

SIZE=S$[ (SIZE / 4096 + 18) * 4096] # Align 4K

python scripts/avbtool add hash footer --image ${IMAGE} --partition size ${SIZE}
--partition name boot --key avb keys/testkey psk.pem --algorithm SHA512 RSA4096
# LR 24415 Bboot . img

python scripts/avbtool make vbmeta image --public key metadata
avb_keys/metadata.bin --include descriptors from image ${IMAGE} --algorithm
SHA256 RSA4096 --rollback index 0 --key avb keys/testkey psk.pem --output
out/vbmeta.img

# A RFboot . imglitEHout /vbmeta. img

# Sign recovery.img

IMAG=recovery.img # path to recovery.img

SIZE=S (get from parameter) # Mparameter$filrecovery/r X Hsize. 43X K/INBITAKRKSFF.
python scripts/avbtool add hash footer --image ${IMAGE} --partition size ${SIZE}
--partition name boot --key avb keys/testkey psk.pem --algorithm SHA512 RSA4096 -
-public key metadata avb keys/metadata.bin

# TS (S BErecovery. img, recovery A EMvbmetadfE®, HirmetadataldS.

2.2.4 AVB Keys 5 i 12

AVB [ 054540 T Lock Fl Unlock A AR 2 «

o Lock: WAMAT™ I EFRS, — BEFRERM, MiEILES), &R TR,
e Unlock: Y& HEAT kA B[ AR RSO, AL PFRLI RN, R R E S, (EAFIEES), &
TR

AVBII R EUEARE T LIFE fastboot BB, KL, fEAVB EfHRE G, EHERFER, #HA
fastbootti i, FAWCPC fastbootfir &, KAVB Keyspek Bl Bi# i, HHUE R, ARELBIP AR,

MKHRU-bootht AR, #4r AR TEAVBES — A sy, BEE:HE N fastboot, #5375/ W< H 5 8t &
S, WREEERLHEZERSG, TTLMEH reboot fastboot il ik i3 Afastboothi 2.

fastboot #A T, A LA T ir & HEK AVB Keys HHUE i #r o
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cd ${SDK DIR}/tools/linux/Linux SecurityAVB

# download permanent attributes.bin

./scripts/fastboot stage avb keys/permanent attributes.bin

./scripts/fastboot oem fus

# If eFuse device:

e at-perm-attr

./scripts/fastboot stage avb keys/permanent attributes cer.bin

./scripts/fastboot oem fuse at-rsa-perm-attr

# Lock device

./scripts/fastboot ocem at-

BUE ML, JFEFA)E, TLAEZILL

ANDROID: reboot reason: " (

read is device unlocked()

lock-vboot

Tlog:

none) "

ops returned that device is LOCKED

IR T E R, LT e

./scripts/fastboot oem at-get-vboot-unlock-challenge

./scripts/fastboot get staged raw unlock challenge.bin

python ./scripts/avb-challenge-verify.py raw unlock challenge.bin

avb_keys/product id.bin # Generate unlock challenge.bin

python ./scripts/avbtool make atx unlock credential --

output=unlock credential.bin --

intermediate key certificate=avb_ keys/pik certificate.bin --

unlock key certificate=avb_ keys/puk certificate.bin --

challenge=unlock challenge.bin --unlock key=$KEYS/testkey puk.pem

./scripts/fastboot stage unlock credential.bin

./scripts/cmd_fastboot oem at-unlock-vboot

2.2.5 J5 3l Log

TEREREFKAVBIE M, FFBUE RS, W AE B0 T

DDR Version V1.31 20210118

Bootl Release Time: Mar 29

StorageInit ok = 10694
SecureMode = 1

Secure read PBA: 0x4

# Head flags=0x20b3
loaderhy

# SecureCheckHeader 0, O,
# SecureWriteOTP

# enable secure flag!

# otp write key success! !

atags set pub key: ret: (0)

SecurelInit ret = 0, SecureMode = 1

U-Boot 2017.09-gfaed486e407

2021 14:15:15, version: 1.27

0

B I

OTP / eFuse CA#IKRE
| AU —WREFR A Sign flag = 0x20/% 4

| %?TE[] OTP ’E‘E‘ELng ZEE“}F*}L’ %JH:.LOQ
|

|

|

public key REAM

f#if] SecureMode JB3Zf)

-210107 #zain (Aug 18 2021 - 17:34:57 +0800)
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Hit key to stop autoboot ('CTRL+C'): 0

ANDROID: reboot reason: " (none)"

Vboot=1, AVB images, AVB erify

read is device unlocked() ops returned that device is LOCKED # W& T LockR#&
Fdt Ramdisk skip relocation

Booting IMAGE kernel at 0x00680000 with fdt at 0x1£00000... # kernellEHM#E, &H
s

2.2.6 HREE A

NfE i _EIRAVBEEE S B, tools/linux/Linux SecurityAVB/ FRERAL T A,
avb_user_avb_user_tool.sh%%ﬁ%TWJAFtRE%IﬂﬁE:

# Generate AVB Keys
./avb_user tool.sh -n <Product ID> #The size of Product ID is 16 bytes.

# Sign boot and recovery, final image in ‘out’
./avb_user tool.sh -s -b < /path/to/boot.img > -r < /path/to/recovery.img > #
Remove -r option if no recovery.img

# Loader / Uboot / Trust still use "rk _sign tool'.

# Lock and Unlock device

# Save root password for fastboot operation.

./avb_user tool.sh --su pswd < /user/password >

# Mark eFuse tool, and generate permanent attributes cer.bin. OTP device skip
this step.

./avb_user tool.sh -f < /path/to/privatekey.pem >

# download AVB Keys

./avb_user_ tool.sh -d

# Lock device

./avb_user tool.sh -1 # reboot device after finishing lock.

# Unlock device

./avb_user tool.sh -u # reboot device after finishing unlock.

2.2.7 AVB ThRefaith 1B ek

WALAVB IR, EAEIE R R TSN, HHHMTAVBE Y T, XS,
AP BIONIE S BFIAVBE S T EM 2 AVBIIAY], AHRREREG M, Bk, RERIEA A
B WP AU SCOR BRI rh o BT OXAN R, AR B TR R AVB A EH T FU-bootf LAY H
775, U-boot£x IEH #iloaderted, WiIR AL AVEA R . M HIEWAVBTI R, W] LLA IS HAVBE ]
fastboot.j:iﬁiggﬁo

207 FAVEAVBIAEAE, JE T AR, B H e TR, Bk a IR L b,

diff --git a/common/android bootloader.c b/common/android bootloader.c
index 5525fe620e8..7d59257633f 100644

--- a/common/android bootloader.c

+++ b/common/android bootloader.c

@@ -801,6 +801,7 @@ static AvbSlotVerifyResult android slot verify(char

*boot partname,


af://n276
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if (ops->read is device unlocked(ops, (bool *)é&unlocked) !=
AVB IO RESULT OK)

printf ("Error determining whether device is unlocked.\n");

+ unlocked = 0; /* Lock State Fixed */
printf ("read is device unlocked() ops returned that device is %s\n",
(unlocked & LOCK_MASK)? "UNLOCKED" : "LOCKED") ;

diff --git a/lib/avb/libavb user/avb ops user.c

b/lib/avb/libavb user/avb ops user.c

index 18c0clfb237..bb%adbade2 100644

--- a/lib/avb/libavb user/avb ops user.c

+++ b/lib/avb/libavb user/avb ops user.c

@@ -42,6 +42,7 @@
#include <android avb/avb vbmeta image.h>
#include <android_avb/avb_atx validate.h>
#include <boot_rkimg.h>

+#include <android avb/avb root pub.h>

static void byte to block(int64 t *offset,
size t *num bytes,
@@ -192,21 +193,17 @@ validate vbmeta public key (AvbOps *ops,
size t public key metadata length,
bool *out is trusted)
{
—-/* remain AVB VBMETA PUBLIC KEY VALIDATE to compatible legacy code */
-#if defined(CONFIG AVB VBMETA PUBLIC KEY VALIDATE) || \
- defined (AVB VBMETA PUBLIC KEY VALIDATE)
= if (out is trusted) {
= avb_atx validate vbmeta public key (ops,
= public key data,
= public key length,
- public key metadata,
- public key metadata length,

- out is trusted);

T if (!public key length || !out is trusted || !public key data) {
printf ("%$s: Invalid parameters\n", _ func_ );
+ return AVB IO RESULT ERROR IO;
}
-#else

if (out is trusted)

+

+ *out is trusted = false;

+ if (public key length != avb root pub bin len)

+ return AVB IO RESULT ERROR IO;

+ if (memcmp (public key data, avb root pub bin, public key length) == 0)
*out is trusted = true;

—#endif

+

return AVB IO RESULT OK;

@@ -558,21 +555,17 @@ AvbIOResult validate public key for partition (AvbOps *ops,
bool *out is trusted,
uint32 t
*out rollback index location)
{
-/* remain AVB VBMETA PUBLIC KEY VALIDATE to compatible legacy code */



-#if defined (CONFIG_AVB VBMETA PUBLIC KEY VALIDATE) || \
- defined (AVB VBMETA PUBLIC KEY VALIDATE)

-#else

+ 4+ 4+ + o+

-#endif

if (out is trusted) {
avb atx validate vbmeta public key (ops,
public key data,
public key length,
public key metadata,
public key metadata length,
out is trusted);
if (!public key length || !out is trusted || !public key data) {
printf ("%s: Invalid parameters\n", _ func_);
return AVB_ IO RESULT ERROR IO;

if (out is trusted)

*out is trusted = false;
if (public_key length != avb root pub bin len)
return AVB IO RESULT ERROR_IO;
if (memcmp (public key data, avb root pub bin, public key length) == 0)

*out is trusted = true;

*out rollback index location = 0;

return AVB IO RESULT OK;

AN, FFTIAU-bootHr, S5 1.

./scripts/avbtool extract public key --key avb_keys/testkey psk.pem --output

avb root pub.bin

echo "#ifndef AVB ROOT PUB H " > avb root pub.h
echo "#define  AVB ROOT PUB H " >> avb root pub.h

echo ""

>> avb root pub.h

xxd -i avb root pub.bin >> avb root pub.h

echo ""

>> avb root pub.h

echo "#endif /*  AVB ROOT PUB H */" >> avb root pub.h

cp avb_root pub.h $UBoot/include/android avb/.

$%AVB U-boot [il & , 34 1725 4 U-boot .

3. RARE
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Emmec / 4| Boot.img Security-System
Flash
4>‘ kernel [ Device-Mapper ]
A <
Ram
Switch Root

Ramdisk [ Luksmeta ]

ﬁL

IAAE B KB T boot.img & U AT AR 46 B i 25 RS HY

1. Boot.img A Zi4h -7 Secure Boot R4 T, A PRI =ML Y LAt 2 22 42 1) o

2. Ramdisk 1# Fi Luksmeta T. F.4&, 1l FiKemnel\iDevice-Mapperf& 4, ¥fSecurity-System iz #4L Hivroot
system%)ﬁ’ ZJ5H switch root AU B A RS-

3. ARG E A PSR R GRS, #lE I Device-Mapper % 5 2 Security-System 73 [X._I

4. —HRIMARG /X ABWEN, R EIOR R, HEGHak ik EwE M.

3.1 DM /48

RG X AR R ZE L AT LA 2 X KIR 2, W R BN 7 TR A RS0, FRALT A2 o5 F K&
W], BRI, RS X AR, 7 EAEKemnelH, JFJEDevice-Mapperfifh, 7 LATT 8 KEFHLFERS o

Device-MapperB R M CryptAH 25 &, BE 5S¢ O KA 1 (1 PROE A S8 s, LR APRIE A 48 M Bl 3E AT
LR

Device-Mapper-Verity Ll 2 556 [E (T #E4T 4K V55, XA 4K Hilfs 7 #k47 hash 1H5, 222,
FF A BN 2 Hash-Map Al Root-Hash.

LAYER 3 -root hash

e . . T — | o —
4k 4k 4k 4k 4k 4k 4k 4k 4k 4k

LAYER 2

 — | c— ] S— ] S | S | S— | S | S— | s — ] a—
ak | ak | ak |ak | ak [ak | ak | ak | ak |4k | ak | ak | ak | ak | ak | ak | ak |4k |4k | ak
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Root-Hash4t: % Hash-Map #EAT#556:, {#iF Hash-Map iR, 2 J5iEidDevice-Mapper-Verity ) 5143 X 7
H . MY XE, Kernel SRS X1 M VOFTTE R 4K 45 X 04T Hash 2%, FFAIHash-Mapltxt. 244%
IR, JRIFl /O R, SXFRGIRI S —FE.

[ EE, n o R Hash B3k c5Oslont B o 28 5k
Device-Mapper s 7E T, RRIREFER, [EEOS, ORI . B ARG S SR 2R

HARWT 2% Kernel Ji& T Documentation/device-mapper/ B https:/source.android.google.cn/security/verified

boot/dm-verity .

AERE

Device-Mapper 5% 75 % Kernel J1 /5 LL N ECH -

CONFIG_BLK_DEV_DM=y
CONFIG DM CRYPT=y

CONFIG BLK DEV_CRYPTOLOOP=y
CONFIG DM VERITY=y

WG, Kernel 4 PE2E il Iboot.img ANili A7 F AR IS B % RAMRE )T . WARA L EWMHERIFTR, &
B4 Ramdisk fKernel ] EL7E—i2, 7 BA E AR5 B 168 /7, WiRamdisk AT & i B

3.2 ARG
WER, k.
3.2.1 System-Verity

AR =77 T H veritysetup 58/, veritysetup #& Linux R4 _FH T 13 B & dm-verity
w447 L E . dm-verity (Device-Mapper-Verity) /& Linux WAZ ) —AMEbL, %ET Device-Mapperf- 54,
FH T HR it B gl A 20 bs 52 B O, 8% F TR 1B S R AR B R GO B AR S AL S

veritysetup 2R4E H bx & 40514 4 liHash-MapflIRoot-Hash, Hash-Map ] DA T. 2 B 7E RSG50
1175 T, Root-Hash#] fl#E boot . img JRamdisk™ . /A3, Ramdisk 1 77 1# FIRoot-Hash#t H Fr'i 1%
i dm-verity UK vroot BRI, #H#H 5, FH switch root A VIMZEHIZ RS

FEPC L, X RGHEMALTE, 18 R G605 )5 TP inHash-MapJf{& f7Root-Hash.

target image=$(realpath S$path to system img) + MIANRGEG, KEEEHRE
e NS5

sectors=$(ls -1 "$target image" | awk '{printf $5}') # RGN

hash offset=$[(sectors / 1024 / 1024 + 2) * 1024 * 1024] # RHELLIMAFF, il Hash-
Map/UE MRS, &S5 155 i 2M2s 7]

result=$ (veritysetup --hash-offset=Shash offset format "Starget image"

"$target image")

# ORAFEIE 5 SRR

echo "root hash=$(echo ${result##*:})" > security.info

echo "hash offset=Shash offset" >> security.info

Root-Hashf# il fE security.info ", J&%4EK7ERamdisk HJ46 AT & rh i



https://source.android.google.cn/security/verifiedboot/dm-verity
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R WIET RIS, REERIEE 2 T —BtHash-Map s, A 7598 AT LAgE 24 il
BRG, AL veritysetup HUACHE, B EHHAEH.

3.2.2 System-Encryption

A MEEHE =7 T H dnsetup 58/#, dmsetup #& Linux &% T EHKLEST (Device
Mapper) 247 TH. ©RVFH AR EE B S, R4 LT SR e, mait. o
], EBUR . NS,

PCE, dmsetup & ffifiDevice Mapper @l — N RAR, K55 BN I RGUMAR B, ST .

target image=$(realpath S$path to system img) #+ MANRGEGS

security system=${path to output system} # HH e 250

key=$ (cat ${path to key file}) # MU key, BHKEEEF N HEEY) S
cipher=${cipher name} # W E L4, ilaes-cbec-plain

sectors=5(ls -1 "Starget image" | awk '{printf $5}")
sectors=$[ (sectors + (21 * 1024 * 1024) - 1) / 512] # remain 20M for partition
info / unit: 512 bytes

#OVHIN & A

loopdevice=$ (losetup -f)

mappername=encfs-$ (shuf -i 1-10000000000000000000 -n 1)

dd if=/dev/null of="$security system" seek=$sectors bs=512

sudo losetup $loopdevice "$security system"

sudo dmsetup create S$Smappername --table "0 S$sectors crypt $cipher $key O

Sloopdevice 0 1 allow discards"

RGN E B

sudo dd if="S$target image" of=/dev/mapper/S$mappername conv=fsync

sync && sudo dmsetup remove Smappername

sudo losetup -d $loopdevice

# ORAFEE 5 SRR
echo "cipher=$cipher" > security.info

echo "key=S$Skey" >> security.info

TEHRAINE RGNS, TEEEZENER. RAGEKRE—F, MERSGHERAN, BeFE
RamdiskZ 5, #RAUINFRFEEMNZS, #H dusetup LR RS0 X ERK /dev/mapper/vroot i
M A .

Ramdiskfic & 2% Ramdisk ¥]46HA 5 %95, ASystem-VerityXf tt, System-Encryption (Il 2 % 81N Re
FLREAT it A Ramdisk [ {4+

3.2.2.1 HEAEAE

HISystem-Verityf L, System-Encryption I %5 84 G FL#E A7 (% £ Ramdisk [ 44 . SDKER NN 25 8H 77
ffE misc.img , it RamdiskiPmiscimgtZH, AL 27T (RPMBESecurity 73 [X) , [F]

i ¥ misc.img.

PCL, ¥EHPIT UM nisc. img MHLL T dr 4
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# BHHERNAF AL sc B G R L ORI B

MISC=misc.img # JimiscIfF
key="af16857c£77982040e6dbeee739d00619847b0el6a25c8a9589b4ce93acedbbl”
dd if="$MISC" of=security-misc.img bs=1k count=10

echo -en "\x40\x00" >> security-misc.img # FIHEHKEN64 byte
(0x40)
echo -n "$key" >> security-misc.img + BANEH

skip=$[10 * 1024 + 64 + 2]
dd 1f="SMISC" of=security-misc.img seek=S$skip skip=$skip bs=1
# RIS EH security-misc. img

Ramdisk™, X267 10 ab B A A

RPMB operation via keybox
(] misc.img operaton

Read key Clean key in Write key
from RPMB misc.img to RPMB
Y
Read key

N from misc.img

dmsetup Failed

P, IRPMBY 5 5 B0 e MBI K eyBox Bk P52 k. 5%, ) 1l:KeyBox I\ Ramdiskrl1 ek ik
i, BT IS TIRE . LA AU PID=1 KRR P Hig 4T, W2 ERamdiskH1IZ1T . KeyBox 1% 1]
S FKeyBox H T .

3.3 Ramdisk Bt &

Linux SDK "', Ramdisk s HiBuildroot4: i HI—A~/N & 58, FlKernel—[F$T 8 liboot.img. £ RFALETT
Zrh, FEMRARANIMEIRE, TRAAMEIRRGE, FH switch root Y% HAR R G H B
HC. WRIEFHBERAE, FEMARNEE.
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3.3.1 Ramdisk ¥J 28 A FL B

Ramdisk™, AT TAF#EFAE /init (buildroot/output/rockchip ${chip} ramboot/target/init)
JIARSE RS init BIAKIE RGMIT AR, M RFEITHEZERERLE, HR—HEHK vroot B, KEL
WEMTE, #ETABRS, RERBAMARFEME.

[ INE RGN, 2MRIE R G0 XHILFR KN system SCAF RGEHEATY 4

init BIASH buildroot/board/rockchip/common/security-ramdisk-overlay/init.in {804
PREZ BT, W H%System-Verity B{System-Encryption FIEESR, A2 M) security.info, BAF#E{ESH
E2P

cp buildroot/board/rockchip/common/security-ramdisk-overlay/init.in \
buildroot/board/rockchip/common/security-ramdisk-overlay/init

init file=buildroot/board/rockchip/common/security-ramdisk-overlay/init

optee storage=RPMB # IRIHAEMSLFRENL, optee storagel#ALRPMBEKSECURITY (securitysX)

source security.info

# RGN ARG — e —HAE:

¥ - RERR

sed -i "s/ENC_EN=/ENC_EN=false/" $init file

sed -i "s/OFFSET=/OFFSET=Shash offset/" $init file
sed -1 "s/HASH=/HASH=$root hash/" $init file

sed -1 "s/# exec busybox switch root/exec busybox switch root/" "$init file"

# - RGINE

sed -i "s/ENC EN=/ENC EN=true/" $init file

sed -i "s/CIPHER=/CIPHER=$cipher/" $init file

sed -i "s/SECURITY STORAGE=RPMB/SECURITY STORAGE=$optee storage/" $init file

sed -i "s/# exec busybox switch root/exec busybox switch root/" "$init file"

3.3.2 Ramdisk 4% ¥ B

BRILHRamdisk L & — M N rockchip <chip name> ramboot defconfig, HLEZLARFKLE
(System-Verity) NH MR EN, WHREFHRZGN% (System-Encryption) 733K, Z/MAINLLTFHELE -

BR2 PACKAGE TEE USER APP=y # Z¥KeyBox# [illHE, #4rsDKALLEH#E include
"tee aarch64 v2.config"

BR2_PACKAGE_TEE_USER_APP_COMPILE CMD="6432"

BR2 PACKAGE TEE USER APP TEE VERSION="v2"

BR2_PACKAGE TEE USER APP_EXTRA TOOLCHAIN="$ (PATH TO CROSS COMPILE)"

BR2 PACKAGE_RECOVERY=y
BR2_PACKAGE_RECOVERY_ UPDATEENGINEBIN=y # W% Key & FilfEmisc i, Recovery EIEN [
W Imi s it T

mﬁi&ﬂd%%%%%%{if%BR27ROOTF570VERLAY+:"board/rockchip/common/security—ramdisk—
Mic B 2 ¥ Ramdisk VIR IWAFL B init BIA A RamdiskH

overlay/", %

BR2_PACKAGE_TEE_USER_APP fHKILE & X, ZFHKeyBox & 11, THHLPRTRRIGACE.

Ramdisk AT, 52— A5 BRI 0] 2 R 48, PRI e 2 PR A IE 3 [ Buildrooté 13— :
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cd buildroot
./build/envsetup.sh rockchip ${chip} ramboot defconfig # chip MRYESZPRIAE
make # [HfFAERAE output/rockchip ${chip} ramboot/images/rootfs.cpio.gz

A DL B AT Ramdisk, JEiEU N EORBEAT B E X
1. Ramdisk %206 & Luksmeta T H4E, Z/DRIUE, TERIE RG T H veritysetupl H, TEINERATH
dmsetup T. & 7] A,
2. {EMNE R, FEMETEERRT, HUERINE%HMIEE; #ibupdateEnginef?)/7, F LLELHL
miscH I EEH, WAL EATRIBX Sy, MOLRET, B AN 6 R S A
3. Ramdisk f{)init)= S JAIA F5 S H Ramdisk V1AL E BXL, 58 iRamdisk HHUET R 481 2K .

3.3.3 Ramdisk 3T

A ) Ramdisk 5 4t 75 2 MK ernel [ {8 — 24T L% boot . img , MRIEEHT7 RAE, #7077 XA —FE:

# Mkernel—iEf[ @ fiboot.img, FIT / AVB F & _ik—

cd ${RK_SDK DIR} # SDK fRHEZ

# FIT HHRF

./device/rockchip/common/scripts/mk-fitimage.sh boot.img \
device/rockchip/${chip}/bootdrecovery.its \
kernel/arch/armé64/boot/Image \
kernel/arch/armé64/boot/dts/rockchip/${RK_KERNEL DTB} \
kernel/resource.img \

buildroot/output/rockchip ${chip} ramboot/images/rootfs.cpio.gz

# AVBHET

./kernel/scripts/mkbootimg \
--kernel kernel/arch/armé64/boot/Image \
--ramdisk buildroot/output/rockchip ${chip} ramboot/images/rootfs.cpio.gz \
--second kernel/arch/armé64/boot/dts/rockchip/${RK KERNEL DTB} \

-0 boot.img

24 FHAE R boot . img , SFFIT 249 ey A 3803 AVB [F{H25 44

4. KeyBox

TEAE 7 X BRGNS, FE—NEHMAMOAE, 8% N H0E L8 OPTEE, W% HAE T
RPMBE(# Security 75 [X o I FIX RGBT 2 M) FAVHE B, R0 ERFE KAafTrdit. &
FEE 3% P FOPTEEA T fifE, SDKHRMN T —MKeyBox HISEHIALIT, Ff B7ESystem-Encryption F 47
TEEbRER, RS E. (EERPEHRE)

OPTEE#MIZACHD, LT <SDK>/external/security/ F, @binflrk tee user?i /MG JE:

o binfF BRI PRI F 7 IE A TS AN LS, 2 OPTEEIZAT I R:Aith e
o 1k tee userZfMiFH 7 H CICA/TAR THE, B H*H#H4rdemo test T2,

OPTEEWA{§i [T}, Z#Rockchip_Developer Guide TEE _SDK_CN.pdf 3 44, HEAELIMNA, XH
EANERGR . 3% B B K ey Box P2 A4 2 3
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4.1 T T 4R R

KeyBox{ﬁﬁ%ﬁiﬂ:<SDK>/buildroot/package/rockchip/tee-user-app

# tree buildroot/package/rockchip/tee-user-app/
buildroot/package/rockchip/tee-user-app/

F—— Config.in

F—— extra app

— host

| F— main.c

| L— Makefile

L— ta

|
|
|
| — include

| | F—— ta keybox.h

| | L user ta header defines.h
| — keybox.c

| — Makefile

| L— sub.mk

— tee-user-app.mk
HiIERf, FTEN extra_app N host Ml ta B KR rk_tee user 1, fill:

# tree rk tee user/v2/host/extra app/ rk tee user/v2/ta/extra app/
rk tee user/v2/host/extra app/

F— main.c

L— Makefile

rk_tee user/v2/ta/extra_app/

include

— ta keybox.h

L— user ta header defines.h

keybox.c

Makefile

sub.mk

[TT T

rk_tee user ) 4 13 R R 2B B CA( keybox _app YITAFEF, XHANMERF BT EARREF R,

o CA, BITERGMA T, HFEEEMN R G5 FHE R — 2.
o TA, IfT7{ETrustZone¥ 8, %R EABL32(TEE)(RfF— 2, BAHRRAPRIELT, BRIAN32
Bt .

[l rk tee user 2 B T e T SN [ ) G PR ETC B
LAR G N6AR 258, TAN326L R 58 94

cd rk_tee user/v2 # vl [E, RE4%iF¥HFAIR

./build.sh 6432
ARM327TOOLCHAIN:${ARM327CR0887COMPILERfPATH} \
AARCH647TOOLCHAIN:$(AARCH647CROS57COMPILER7PATH} \
./build.sh 6432 # fmikedfica, 32fITA

# ERART

# out/ta/extra app/8c6cf810-685d-4654-ae71-8031beecedb7e.ta
# out/extra app/keybox app
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4.2 tee_user_app ¥

KeyBox#2 /7 f£Buildroot™, ffH tee user app @ik, LL64hL RAFARLI2HI TAGIF ], BLlFLL TN
2, BRI ST

BR2 PACKAGE TEE USER APP=y

BR2 PACKAGE TEE USER_APP COMPILE CMD="6432"

BR2 PACKAGE TEE USER_APP TEE VERSION="v2"

BR2 PACKAGE TEE USER APP EXTRA TOOLCHAIN="$ (PATH TO CROSS COMPILE)"

A R KeyBox B2 FF FITA H Z14E B R GiH -

4.3 Kernel {8 OPTEE

KeyBox £ T-OPTEEY ReHF K 5E i, AR, 7EKernel A OPTEES £f.

CONFIG TEE=y
CONFIG_OPTEE=y

[ 7EdtsH, it B optee 1 &1

optee: optee {

compatible = "linaro,optee-tz";
method = "smc";
status = "okay";
}
DI\J
4.4 KeyBox &2 1)

KeyBox & ¥ 1 51%¢ | —MEPIEERE 0L, Hzr ZE TIHENGE, RPSia® . EmE
TPt e 4t % )7 BAT 1B M Keybox, HEML) LA A B ECEIL:

o Keybox I FHIREE AL T 22 AR 5E,  BEREBCFIT %2 4 )7 R EBUE AVB 22 4 7 A .

o TA /[ LL#%Rockchip Developer Guide TEE SDK_CN.pdf, 5% Tag4 , fhta {728
%, BRSERG, FETIEER YA g T HE LTA.

o EREBRHBICAMEHIAEE, BEGCAILISE, 7EHABIIEE PR A K. BRARRS T, KeyBoxH]
DATEARATE LT, 34T SKey#fE, A2 X fefERamdisk I, HPID=1/2/7 H¥Key.

o fEMCA-TAKCH, BRIMRIEH, CA-TAM | —L8M BB G I BE, — H.CA-TASS . 4,
LR H AL o

5. %4

i

BRE
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5.1 Key Hash

AN e AFAE I BN, AR 2 S A B A R S B A SR

5.1.1 OTP

FrEZRERAE

e i OTP Ji i Secure Boot Bh#E, FRIEL F ) OTP 5| JHI7E Loader BMBUA k., Ei@ET
AndroidTool(Windows) / upgrade_tool(Linux) F#k[E {4, 25—IXHEH, Loader 215744 Key ) Hash 5 A

OTP, i Secure Boot. FHAHJE, [EFHALT LRI T .

M16
SARADC_AVDD_1V8 [~ 7 vee_18
OTP/eFUSE OTP VCC1S—‘ N16 . :
- _| co10
P16 100nF
EFUSE_VP ——X5R
o ol 10V
RK3328 H L o040z
BGA395_14R00X14R00X1R24 :
5.1.2 eFuse

GBS #E H eFuse i F Secure Boot T#E,
B, HVCC EFUSER; Z LA s i il B i .

| PatA Power Supply Circuit

VCC_EFUSE
™ %
- H preperperen |-
¥ 0 ™
3 - 2| |
| ; m N e ey
] 00K D | oy e | - e
gL i ... — T
an R0 RT3783 °Ca o w |
e 80T_20.5 - e COMZ |
vl OMO2 ! e i
! m3 1 os —
EFUSE_POREN S—d ) 2 mﬂn_{ s80%0 ;u-hs;
[T w80T_1

1 FH tools/windows/eFusetool vXX.zip, T #k A\ MaskRom IR .

AR, P4 update.img, E(# Miniloader.bin, s g T JEE"

W ARIE VCC IO 78 MaskRom IRZS (REERIIRES) T H

i PartB:

i Pull down RES and fest points |
| (SOC Side) :
1 : I'CC_E:FUS.:

{ o™

R4
ATR- 90w

y B4
| POSDZ

Ll EPUSE_PWREN o ™

, FHUEHRE eFuse.
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W EfuseTool v1.42 = X

\7 Fi:nlwa:eé ‘ﬁ’ Language Exit

Firmware

Firmware Ver:

Loader Ver:

Chip:

D Fail Device List Device Type ID Upgrade Prompt 1D Success
=8 My Computer
=" RootHub20
5 M8 por[1] Hub 11
-+ Port[1]
-8 port[2] Hub 1-1-2
+& Port[3]
3 Port[2]
-+ Port[3]
- Port[4]
& Port[3]
& Portl6]
-+ Port[7]
- Port[8]
& Port[d]
& Port[10]
-+ Port[11]
- Port[12]
=-%& port[13] Hub 1-13

¥izard:

1.First use, Tag USB port:plugz device in, record ID showing on the tool.Tag all. Success 0

2. After pluging device in, connect another until device is doing upgrade.

Fail 0
3.1ed is green,plug device in:led is red, do not plug device in or out.

4. After finishing upgrade, green to show success, red to show failure. Total: 0

5. To show successful device on the right of grid and failed device on the left of grid.

L

eFuse K55, FEWTHLE S, BE MaskRom/i, 4 HABLE A [E A T &3+ L.

52 HENXZEER

BPHEXZEFER, BWEHOPTEE i, 2% Rockchip Developer Guide TEE _SDK_CN.pdf3C%.

6. Security Demo

BT AR T NT R B 2 a7 1007, N, SDKIRft 1L MEHIA, IS
B3 A build. sh o, B UAMRERRIECE, SCOLRGUNE B RGN H K.

ER: ZENAFRMCEARNFEEYHEAVEAEEE, T8 T AR BARTY, EBE R SO, %
T WA, T8 AHSDKA K, FASDKAW A H A SDK R A L8 F SDKAFEM R,  Toik{RuER:
ASSDK LA ZRRE IEH AT, Wik A el nTLeSEaimET, Ziliik.

T E 4 ZEf 8RS, BT RITESFEZS, BUEPERESZRGS), ANASTHE
B, BRMRUTR, MEFEEHORERNZEE M.

6.1 SDKEC B

TESDKAR H%F, A LME ] make menuconfig HEATSDKEmEFALE , 204 & &SP 7E

RK_SECURITY [:
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[l security feature

*#*% Sacurity check method (system-verity) needs squashfs rootfs type ***

Secureboot Method (avb) --->
Optee Storage (rpmb) ---»
security check method (base|system-encryption|system-verity) (base) --->

[ 1 burn security key (MEW)

AR E T

RK_SECURITY

RK_SECUREBOOT FIT
RK_SECUREBOOT_AVB

RK_SECURITY OPTEE STORAGE RPMB
RK_SECURITY OPTEE_ STORAGE SECURITY

RK_SECURITY CHECK SYSTEM BASE
RK_SECURITY CHECK SYSTEM VERITY
RK_SECURITY CHECK SYSTEM ENCRYPTION

RK_SECURITY INITRD BASE CFG
RK_SECURITY INITRD TYPE

RK_SECURITY FIT ITS

RK_SECURITY BURN KEY

# ZAETNREERE

# AR, FIT / AVB “ik—

# OPTEE ZEAFBMANR, —it—

# eMMCAEi%iIERPMB, flashfififiESECURITY
# HKIE loader + uboot + boot

# fEfbaseMEmt F, ¥ilroot £siRY

# TfoasefZEfil I, ¥iNroot £shn

# HrootfsKIHINER, FFEALE ramboot

# ffififpublic key hash KEEINfE

A _E 3% 513 4% 5] 7 B RK_SECURITY BURN _KEY, AT R E, RIRSEREEHH,
RKPAE M T A2 EIE¥Key HashS NOTP, 52 B illoaderbinZ X2, WL E#, H
MloaderFF 4, FEEITOTPHIVRFE —B, #BSXtubootid 17 AR M . IE FAE =72 5 I B %,

BT IFIZIET, 34T Key Hashgg

PLEMEZA S, ATUMEM . /build. sh Bmake HATH . W FEP o HBUREE, REFR, HEERETRED
o BUEMRBESCN, ARSI TBNICE . MIFTH IR E R, AN SCRIETIRE, SSDKIVAKE

A 225, ACRIUES R K [ 1 22 2 DI R 7 3

ARG H P A, P SOR R L AR i

6.2 ELIAC B

6.2.1 ZEAHE R

o EHIAER

./build.sh createkeys

P &0 E i . QAT [, ] DA ff S A2 IR [ £

o MR RGN, Koot BUIR K I # Y A7 it /£ U-Boot 1

echo "Password for sudo" > u-boot/keys/root passwd

HPEINE RGN, SHIE) R Si T loopback 1, 7 BT % 4 196 1 HL I A root IR A AR,
REWEIZITIETIEAE RS AT T 913 (BRARURII T A rootBUfR) .
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6.2.2 U-Bootf& %
U-Boot fit & % 11 A B "Kernel #5677 20" A
o FIT FRFHERIN

CONFIG_FIT SIGNATURE=y
CONFIG SPL_FIT SIGNATURE=y

o AVB J7E 7 LU
AVB fJU-Boottt 3 lb i %, BAAZ% AVB U-boot Configuration

6.2.3 Kernel 152%

Kernel 5 5 IMOPTEE M Device Mapper it &

CONFIG BLK DEV DM=y
CONFIG DM CRYPT=y

CONFIG BLK DEV_CRYPTOLOOP=y
CONFIG DM VERITY=y

CONFIG TEE=y # I R AL Sk
CONFIG_OPTEE=y # INE RGN AL

DTS 475 BN INOPTEE Y &

optee: optee {

compatible = "linaro,optee-tz";
method = "smc";
status = "okay";
}
6.2.4 Buildrootf& 24

Buildroot RARCE, THFERI

BR2 ROOTFS_OVERLAY+="board/rockchip/common/security-system-overlay"

6.2.5 Ramdisk{& %

Ramdisk AL E, ERNZHZAGKRBIER, WRFEIIRKAGNE, FEMNTIEE
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BR2 PACKAGE TEE USER APP=y # ZFReyBoxH L E, #5/>SDKA]LLE L
include "tee aarch64 v2.config"

BR2_PACKAGE TEE USER _APP COMPILE CMD="6432"

BR2 PACKAGE_TEE USER _APP TEE VERSION="v2"

BR2 PACKAGE TEE USER _APP EXTRA TOOLCHAIN="$ (PATH TO CROSS COMPILE)"

BR2_PACKAGE RECOVERY=y
BR2 PACKAGE RECOVERY UPDATEENGINEBIN=y # MEKeyRAFMTEniscH ¥, Recovery LI
SN T i ni s TR T

6.3 WAF ik

RS A %, (R T loader, trust, uboot, boot, systemiX JLZK.

STk, e, BT BN, JFEE L. WERITILRE, S e BRI LR A

H

A o

FHER— AR, Bl keyE M. HHE —ERFRERHEE, BHLaf R b 2Ry s
X, #ZIEMAGLIEED.

WRBH P EET, KIEDND X ARk, FZPartition Security Processys a2 B A& MR SR 23 RS 56 2k %%
T, HEEESCOMAEMARET, BERE.

6.4 A HIE

0 Reinit T IF H Bk R, AT RMTIFATED, I FLAEF pEsuG BSURI e FAG TE, $MRRamdisk 1114
LS B S AT RS

diff --git a/board/rockchip/common/security-ramdisk-overlay/init.in
b/board/rockchip/common/security-ramdisk-overlay/init.in

index 756d0b5375..c3267e28b1l 100755

--- a/board/rockchip/common/security-ramdisk-overlay/init.in
+++ b/board/rockchip/common/security-ramdisk-overlay/init.in

@@ -16,7 +16,7 @@ BLOCK TYPE SUPPORTED="

mmcblk

flash"

-MSG_OUTPUT=/dev/null
+MSG_OUTPUT=/dev/kmsg
DEBUG () {

echo $1 > $MSG_OUTPUT

7. S ER

Rockchip Developer Guide UBoot Nextdev_ CN.pdf
Rockchip-Secure-Boot-Application-Note-V1.9.pdf

Rockchip-Secure-Boot2.0.pdf
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Rockchip Developer Guide TEE SDK CN.pdf
SDK/kernel/ Documentation/device-mapper/

https://android.googlesource.com/platform/external/avb/+/master/README.md

https://source.android.google.cn/security/verifiedboot/dm-verity



https://android.googlesource.com/platform/external/avb/+/master/README.md
https://source.android.google.cn/security/verifiedboot/dm-verity
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