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1. Chapter-1 A& />

1.1 Feature

v2017(next-dev) & RK M U-Boot B /7] v2017.09 1ERRAH Y] HHSRIEAT I R A, B A S 430 HF RK

A ERAEE S . SRR A

o ¥ RK Android [E1F 5 35

o ¥ Android AOSP [Ef 5 3h;

e 7#F Linux Distro [#/4: /5 3h;

o #F Rockchip miniloader 1 SPL/TPL PF¥ Pre-loader 5| 5;

e ¥ LVDS. EDP. MIPI. HDMI. CVBS. RGB % /85 %

o % ¥ eMMC. Nand Flash. SPINand flash. SPINOR flash. SD . U % %4715 # J5 5015

o FF FAT. EXT2. EXT4 X1 R %5

o Y FF GPT. RK parameter 7 [X %;

o XFFJFHLLOGO. 7zl ., fLHE B, HEE M,

e F#FI12C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.
Interrupt 55;

o CFF Vendor storage FRA7F P IR AL E ;

o T ¥F RockUSB 1 Google Fastboot i USB gadget 555 eMMC;

o % FF Mass storage. ethernet. HID % USB % ;

o XHFFE IR BN AL FE kernel DTB;

1.2 Version

RK HJ U-Boot — L/ NA: v2014IHRRARFIV201 7H A, N #8448 F5 5 51 Nrkdevelop flnext-dev. F
FAPRA T N S HTU-Boot/& 75 v201 7ThR A

01 HIARE B FMakefile iR A S 2& 75 42017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

FR2: WIAFFNLEE —4T IEZUT B2 B A U-Boot 2017.09.

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

Wi H A5 v2017 26 H @ I 58T 31 Github:  https:/github.com/rockchip-linux/u-boot
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WAZIRA : v2017E SRRK NAZ TR AL >= 4.4

1.3 DM

DM (Driver Model) /& U-Boot #r#E ] device-driver JF &4, [ kernel i) device-driver 8 JEH KL,
V201 7h A 3846 DM HEETT & & DhRe st @G Je DM, T A#DMEEH [ B AT SEH .

README:

./doc/driver-model /README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

[EE-3EGE

o uclass: W& IRBNIRE A
o driver: YKz}
e device: W5

AR
./drivers/core/
1.4 Security

U-Boot/EARM TrustZone )% 414 5 1 J& - Non-Secure World, Toik BE e MATA 2 A& M BHR (. %4
memory. %4 otp. efuse...) , FHEAFH) trust [V . RKFH _EU-BootICPUIE TR

32fi*F4: Non-Secure PL1
64f*F&: EL2(Always be Non-Secure)

1.5 Boot-order

RK-F 6 H445 BT 2% LoaderfURS 2 S IR, HATAME R 375 -
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// B loader YR

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZloader i

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #834F ddr bin, SPL #H34T miniloader. TPL+SPL [¥2H-& 528 T ¥R RK FY§ ddr.bin+miniloader —%X
FIThae, TIAHHE &,

1.6 Driver-probe

U-BootE %8 5] A\ T device-driverFF KA5 Y, (HATIEALI BEA & 15 kernel HSFE H 3l & 2 233 M device-driverf
probe. driverffJprobe s tH FH P F 3N KL . #E0F:

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass get device by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass _get device by seg(enum uclass id id, int seq, struct udevice **devp):;
int uclass get device by of offset(enum uclass id id, int node, struct udevice
**devp) ;
int uclass _get device by ofnode(enum uclass id id, ofnode node, struct udevice
**devp) ;
int uclass get device by phandle id(enum uclass id id,
int phandle id, struct udevice **devp);
int uclass _get device by phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass get device by driver (enum uclass_id id,
const struct driver *drv, struct udevice **devp);

int uclass _get device tail (struct udevice *dev, int ret, struct udevice **devp);

WnbakzAmyciol ZRWS ViR

int device probe (struct udevice *dev); // EWH—EE NI

1.7 Shell

U-Bootf#]Shelll{CLI(cmdline line interface), Rl#r4-17#Ex0, /ol DARHE A O/ K H 2 X CMD. CMDFR
T#EIIShellifFH, BfedET run_command () *ﬂ‘runicommandilist() DIARHG ) 2 A H

int run command(const char *cmd, int flag)

int run command list(const char *cmd, int len, int flag)

1.8 Boot-Command

U-Boot fx i1t conr1c BooTCOMMAND 5E X HJE F1iT 4 5 Skerel. #EHAT cONFIG BOOTCMD Z RiiE 4
47 conFIG_PREBOOT Til/H BN A4, WX/ LT .
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1.9 TPL/SPL/U-Boot-proper

U-Boot il i i F 7 [ B 4 3 2644 7 LA [ — B AR 3R B = A AN [F] Bh B ff) Loader:  TPL/SPL/U-Boot-

proper.
TPL(Tiny Program Loader)# SPL(Secondary Program Loader)#& tt U-Boot B 5B B ] Loader:

e TPL: IZ{T{E sram H', H3756/% ddr WILh1L;
e SPL: iE{77E ddr ¥, MTIEMARN lowlevel FIEHL SEELF N (trust.img F1 uboot.img)

e U-Boot proper: z{77EddrH, BPFAT@E S Frifiif"U-Boot", & 1 5 5] Fkernel;

PiH: U-Boot proper IX—iitik AT M SPL X 43, HF 2018, JE4:m 2R U-
Boot proper A 1#F # #7 A U-Boot.

JABIE
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

¥ £ %#. doc/README.TPL 1 doc/README.SPL

1.10 Build-Output

U-Boot4m ¥ I Ja S EM B s N AR — S B B0 (SCRFTPL/SPLYW PRI 7 TPL/SPLIY AR Al SCAH) -

// U-BootBir &

./u-boot .map // MAPER I

./u-boot.sym // SYMBOLZR X AF

. /u-boot // ELEXAF, KFRINZKvnlinux (EE! )
./u-boot.dtb // u-boot H EHJdtb3fF

. /u-boot.bin // AIPAT RSO, SeFT A uboot . imgl TS

// SPLITEL

./spl/u-boot-spl.map // MAPRN

./spl/u-boot-spl.sym // SYMBOLZR X fF

./spl/u-boot-spl // ELEXXAE, KEAZFvmlinux (EIFE! )
./spl/u-boot-spl.dtb // splHCKdtb

./spl/u-boot-spl.bin [/ FIPAT SO, ST A lcader HTHES

// TPLI B

./tpl/u-boot-tpl.map // MAPER A
./tpl/u-boot-tpl.sym // SYMBOLZE X {t
./tpl/u-boot-tpl // ELEXXAE, KEAZFvmlinux (EIE! )

./tpl/u-boot-tpl.dtb // tplH M dtb3TH:
./tpl/u-boot-tpl.bin [/ FIPAT RSO, ST A lcader H TR S

1.11 Environment-Variables

ENV(Environment-Variables) #&U-BootSZ £f (1) —fh 4 fa B & BEAME 3 77 50, B BE 2 M) — 5K HA SH R
2, AU P A DL - AR R AT B
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EVN @HAFE TP ERESE: B mEMaE. MZEE (ipaddr. serverip) . bootemd. bootargs
&, FPATAME AT AT TMEM printenv fr 4T EIHISK.

o AP AEFEE B IEENVEIE (A B A M A7 % L
o ENVEHR{UR T U-Bootfli H, ToikBE4EMLI6E%A WAL WO BT
o M/ EW BUEEU-Bootf 2 (¥ fw_printenv T2 5 M ENVE#7

RK “F& F ENV HUERIFEMEHBER AN E XN (A7 F35) «

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_ IS NOWHERE
default 0x3f£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area
endif

1.12 U-Boot DTS

U-Bootf7 H CLHIDTSI A, 4By <3 B B R RLFIDTBIC A, B VS INEu-boot.bin K . U4 H k-
arch/arm/dts/

% & BARE FBANDTS A, 1#83d defeonfigh /) CONFIG_DEFAULT DEVICE TREE f8/E.

1.13 Relocation

WHEAETFHL B, U-BootHH i — 2 [fIbootloader N 2 ZIDRAM [k itk . U-Boot5e iboard f.c (IS5 2>
T H S EE A B N AR RN bk B (FR Mrelocation, iX MR HEU-Boot N 74T R E) » 5%
Jifrelocation i 4k £ 5¢ fiiboard_r.c itfE. W] L@ LS SR

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocateF|ddr ¥ Ml WE 0x7d304000/kHE. A0, MEFHMrelocations,
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment


af://n488
af://n492

2. Chapter-2 RKZEH)
AT AERK T E S TSR feature

21818

AT BT L E R BT /O HICONFIG_BLE I, )2 48181d make menuconfig M7 X iE/ K M.
FrdE e — ek i . B3 AE U FICONFIG it & 1

157 Bt defconfigh 7T 5 /2% FICONFIG_JC B 1, 8 4 K K configH e SV L B A O¢ & 11 5 £.config
ANE.

Ei%ﬁde&onﬁgﬁﬁf%ﬁﬁﬁ%make savedefconfigﬂg73fﬁo

2.2 P& 3

6 Hx:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
. /board/rockchip/

./include/configs/
defconfig H 3%:
./configs/
U A FEAR AT !

./arch/arm/mach-rockchip/board.c

23 FEiE

e & >
Fr G EIE . SHoEHE AT WL LE

/] BEERAFEM OFREBFEATEEEO
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

// BT EMAE, PIRK3399 MM
./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig
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fic & Ui A
1 F4FXF rockchip-common.h. rkxxx_common.h. evb rkxxx.h & S ) L & 25 H U .

e RKIMG_DET BOOTDEV: iSRRI A4, LIR30 77 ZCERI 24 1 1) 77 i B 4 8 2L

e RKIMG BOOTCOMMAND: kernel J& 14

e ENV_MEM_LAYOUT SETTINGS: [Elfhn#kHhl, 45 ramdisk/fdt/kernel;

o PARTS DEFAULT: ZRIAM GPT 73 [X3R, FERELLFL T, AAA6EHH B RIE 8T GPT 45 X R
B A 5

e ROCKCHIP_DEVICE SETTINGS: AM&AHKar4, FERZIRE stdio (—Ma & Bontids s
)

e BOOTENV: distro 5308 2l linux i ()5 3l 1% 5 R0 iy 25

e CONFIG SYS MALLOC LEN: malloc £t A/,

o CONFIG_SYS TEXT BASE: U-Boot izfT Kt afi bt ;

e CONFIG_BOOTCOMMAND: HZfr4, —ME XN RKIMG_BOOTCOMMAND:;

e CONFIG_PREBOOT: fiiJE#hfi4, fE CONFIG BOOTCOMMAND i #4447

e CONFIG_SYS_MMC_ENV_DEV: MMC fE5 ENV f#ig /B 1 dev num, —f/E 0;

1~ BL RK3399 k47 35 B -

/include/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ /7 BEASTRIN AT G R A

"rkimg bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \O"

#define RKIMG BOOTCOMMAND \

"boot_android ${devtype} ${devnum};" \ // Jasandroidig[E 4
"bootrkp;" \ // A BRKAE 2 LE 4
"run distro bootcmd;" // JBEN1inux[@EH:

#ifndef CONFIG_SPL_BUILD

#define ENV_MEM LAYOUT SETTINGS \ /7 [t
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt_addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV_SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ // BRINHIGPT /X R



ROCKCHIP DEVICE SETTINGS \
RKIMG DET BOOTDEV \
BOOTENV

#endif

// JABNLinuxhf i E 3% &R 6 4

#define CONFIG_ PREBOOT // FECONFIG_BOOTCOMMANDZ Ry AT BITHE i

#ifndef CONFIG_SPL_BUILD

#undef CONFIG BOOTCOMMAND

#define CONFIG_BOOTCOMMAND RKIMG BOOTCOMMAND // & XJA#hf4 (HEN

RKIMG BOOTCOMMAND)

#endif

#define ROCKCHIP DEVICE SETTINGS \ // fERE BRI
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0O"

2.4 BERE

RKT- & [{1U-Boot A SIAEUI T, (XFI ) —LL EL EUD IR

start.s
// TG
=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic

=> main

// ARMEERIAHIEI) Lowleve 1¥IEAL

=> stack /[ HERIFCINEE T EE AR
/7 UE—BrBY cAsERIaatt, At —RHIK R EIHH
=> board init f: init sequence f[]

initf malloc

arch cpu init
serial_init

dram init

// [soCHilowlevel#Jihit]
// BIOHE
// [RBddrEFE=ELR]

reserve mmu // MddrREIFiHE IRk reserve NAF

reserve video

reserve uboot

reserve malloc

reserve global data

reserve fdt

reserve stacks

dram init banksize

sysmem init

setup_reloc // Wi U-Boot HE FErelocliyhil

VAN E2N) 5

=> relocate code // LGEHU-Boot i) relocation

/7 BB Y cAsmaatt, K — K5I R EIHA

=> board init r: init sequence r[]
initr caches // A£REMMUMI/Dcache

initr malloc
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bidram initr

sysmem initr

initr of live // HigEtof live
initr dm // WIEAmHESE
board init // CFEVIIRM, Bzl ]
board debug uart init // HOiomux. clkiE
init_kernel dtb // [Y)Flkernel dtb] !
clks probe // VI RGN
regulators enable boot on // WA R G AR
io domain init // io-domain#IiHt
set_armclk rate // __ weak, ARMIEM CEEAAFRA L)
dvfs init // SRR R AR
rk_board init // __weak, HIBMNEAMT G AT
console_init r
board late init // P& latedlthit]
rockchip set ethaddr // WEmactbil
rockchip set serialno // WHserialno
setup_boot mode // fENT"reboot xxx"fTA .
// R L oader E B, recovery
charge display // U-Boot7tHi
rockchip_ show_logo // EaRHHllogo
soc_clk_dump // #TElclk tree
rk board late init // __weak, HIFANEMTGIEATEIL
run _main loop /7 DEANGAATHR, BT Ead4 ]

2.5 WIFA J&

U-Boot H1R7%% Loader JN# %] coNFIG sys TExT Bask Hihih, WIIARILES S3RUI SR RGHENIERR,
324 F & LINAERRAGBAT A (HR AN ARG , 64607 & LINNATHE AT H. 2
JEiEId — & Flreserve_xxx() £ H NN AEAR AL AT IR 75 I A AE, 510 H Crelocate )3 Bireserve ) 4
] o WAERARMERAMRIT, ARMG64AM] CHBIEL -
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Start Addr

Name Offset Size Usage Secure
ATF 0x00000000 IM ARM Trusted Yes
Firmware
SHM 0x00100000 1M SHM, Pstore No
OP-TEE 0x08400000 2M~30M ifﬂ TEE JF%& Yes
FDT fdt addr r - kernel dtb No
KERNEL kernel addr r - kernel 8514 No
RAMDISK ramdisk_addr r - ramdisk Bi1% No
FASTBOOT - - Fastboot buffer No
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC . CONFIG _SYS MALLOC LEN REGMHEZA] No
U-Boot - sizeof(mon) u-boot £i15 No
Video FB - fb size 32M No
TLB Table E&M—TOP' 32K MMU 5% No

FRFH start Addr Offset —F2F RHEET DDR base HHblikmF2 ;

Fastbootti ik FI K /N HEL B ¥t %€ : CONFIG_FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF _SIZE.

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp H1 T[] KR4 S 75 >R K/ R4 s

o 64 f°FH: ATF ;& ARMv8 1), OP-TEE J&r[ikIi; 32 f7°F&: XA OP-TEE;

o kernel fdt/kernel/ramdisk /& U-Boot 77 Z M%) [ Hidik, H ENV MEM LAYOUT SETTINGS JE 3;

e Fastboot TJRE T B [ buffer Hiht F1IK/NE defeconfig 7 g s

o OP-TEE (548 )77 [A] 75 ZEARE SeBr 5 5K1fi 2, foRoN 30M;  Hir RK1808/RK3308 - OP-TEE JH7E
fRthhl, “A7E 0x8400000;



2.6 AN R

RK linux /7 ZHIAEAA R U, Android /7 5% T boot/rootfs € X iRlinux*F &/ 55, HEeEA—F, 7
%5,

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 | 7104 00001bc0 | 4096000 2.5MB | preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 |262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used
reserved 8064 00001180 128 00000080 | B55936 B4KB | legacy DRM key
U-Boat ENV 8128 00001fcO |64 00000040 | 32768 32KB
reserved2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 (4194304 |4MB |U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 4MB trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 |229376 | 00038000 |117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 | 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

K F 51 H: http://opensource.rock-chips.com/wiki_Partitions

2.7 Aliases

U-BootH' g L4552k [ aliases 5 7l Tkernel DTS B 5 X o
eMMC/SDfEU-BootH SN mme %45, M50, 1{EX45r; SDIJE S/ = TeMMC.,

mmcl: Fixsd

mmc0: FsRemmc

2.8 AMP

RKF & HJU-Boot>Z F AMP(Asymmetric Multi-Processing) [E 5] 5.

HLSH. REFHRETT.

2.9 Atags

RK-F 6 13 ke :
BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RKF 6 &2 8144 2 A 7] DL i ATAGSHLAIL 36— LUt B = B .

o J&EHVEMHE: ddr-bin. miniloader. trust. U-Boot, A7 Kernel.
o fEIBNZ: HIIME. fEEA. ATF M1 OP-TEE SHRINAE. ddr HEL.
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ARADSEE -

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c

2.10 Bidram/sysmem

U-BootA] LMEF RGP N AF, H GBI RHIE BB RGP A7, TR 58 5 3l 1 I ) R B K
P47 218 . U-BootB A L 26 4 BX He A 6], [RIHERKF £ 5] Abidram. sysmem P A7 BRI XX e g 47
HEATE B

ik, n_EU-Boot2F Mimalloc B HALH], RKF &M RFETH N A7 L sysmem + bidram + malloc & ¥
R T, BRI A S A n)

low-addr high-
addr

|- | === \

| no management | system used

| = | =m=mmmmmmmmmmmmes |
0x0 N GB

* bidram: #Hu-boot. kernelftBLANRIA. G ZLIBRIGNAFEL, filln: ATF. OP-TEE i H =[]
o sysmem: & ¥kernel W] L. AIHIIAAEH. Biltn: fdt. ramdisk. kernel. fastboot /i H )75 [H].

HHRARHS :

./lib/sysmem.c
./lib/bidram.c
./include/memblk.h

./arch/arm/mach-rockchip/memblk.c

40 /2 bidram A1 sysmem FINAFEHE B3R, 2B I NAFEHRW UG48 e 57 3 i 288 dump HSK. @0
i T A

bidram PW77{5 53

bidram dump all:

// <1> XHBERTU-Boot NiTHloaderKEHddr A EE R, —IH 268
memory.rgn[0] .addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory.total = 0x80000000 (2048 MiB. 0 KiB)

/7 <2> RELRIR TR R KA B NAAEE, XEA X kerne LA K

reserved.rgn[0] .name = "ATFEF"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[1l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)

// <3> RERZOEEN ER<2>#T S E SR, fla: SXARMHET &I
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LMB.reserved[0] .addr = 0x00000000 - 0x00200000 (size: 0x00200000)

LMB.reserved[1].addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)
symnenl?ﬂ%?ﬁ%ﬁi%%:

sysmem dump all:

// <1> XHBEsysmemn[ EHA S ANAEE, Blbidram<3>Z MW ddrEF&E, Xfkerneln] W,

memory.rgn[0].addr = 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)
memory.total = 0x7e000000 (2016 MiB. 0 KiB)

/7 <2> REERTENEMFallocEMINFRER

allocated.rgn[0] .name = "U-Boot"
.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229ec0)
allocated.rgn[1l] .name = "STACK" <Overflow!> // FWH
.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "FDT"
.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3] .name = "KERNEL" <Overflow!> // FRWHNAFHEH
.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4] .name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
// <3> mallocir/fﬁlkd\
malloc r: 192 MiB, malloc f: 16 KiB

allocated.total = 0x0f874acc (248 MiB. 466 KiB)

/7 <4> RERZOHEIER L <> AT E BB, BoRyoh FERNAARE R

LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
LMB.reserved[1] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)
LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3].addr = 0x71bd6140 - 0x80000000 (size: 0x0e429ec0)
reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

R R A RTTED, MR R E R, 1E45E Lk bidram A1 sysmem dump W A7AE B AT 4
Mro



[/ WEHIER N O HARE M S T, FAENFES. XU AT RS0 N A SE R A 2
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

// ST ) AR DR — SRR SR R TEVE RIS B (3T sy smemlbidramfs B
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmem B A ARG HIEE0%200000, FFLAMEASHIIEAE]0x1 00000 LS I 2 4]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// BEHEHIFE"RAMDISK" N1
Sysmem Error: Failed to double alloc for existence "RAMDISK"

2.11 Fuse/OTP

RK-F- 58 1 J7 fE i iksecure-boot D RE, R 75 X [E {125 44 8 B IT JH secure-boothi . (AT AVGE'S
efuse/otp) . Miniloader ¥i#id U-Boot [1] kernel i8Il cmdline 7 B 24 1] efuse/otp ff it /e M LES «

e "fuse.programmed=1": FFJ8 T secure-boot, efuse/otpCEHFES .

e "fuse.programmed=0": )i T secure-boot, efuse/otpi%H MRS .

o cmdline &7 fuse.programmed : & /o secure-boot (MiniloaderM%i$) , iF Miniloader &
ENEEFEST SR

U-Boot 5 B &I 252

83c9bd4 board: rockchip: pass fuse programmed state to kernel

2.12 Hotkey

RKP & 28 DAL Sl — e F I, RS (WRTEEAlR, 152 2L J8 flsecure-boot
RO o FFHLE

o ctrl+c: #EA U-Boot fiy 2 47HE;

o ctri+d: HEA loader FEE A ;

e ctrl+b: #E A maskrom K25

o ctrl+f: B fastboot Bix;

o ctrl+m: FTE bidram/system 15 &.;

o ctrl+i: fHEEA X initcall_debug;

o ctrl+p: FTEN cmdline 18 & ;

o ctrl+s: "Starting kernel..."Z J5# X\ U-Boot Ay 41T

2.13 Image Decompress

o 64 V-G HIHLAE 1 S Image, HU-Boot MN#EE| HArig T Hikik. {H& RKF & ] U-Boot I8 7] LK
X640 LZAKS TR He 4 A RZEAT i e (H 2 F P e 2B e«

CONFIG_LZ4=y
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AN LZAE 45 NAZ ISR R AT ek aiie XAES T 61 rkxxx_common.klj(##qj:

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LZAfEE NI
"kernel addr c=0x02480000\0" \ // LzAJEARNIZII I
"ramdisk addr r=0x04000000\0"

o 32 [P HMINLEHE T e S zlmage, HU-Bootl#F| kernel addr r #hhik b, FFHPMZTERKH fE
.o {HZRKY G HIU-Bootid Al 32 FfImagek% 3\, HU-Bootn# 3 H Ax iz 47 Hotik .

H%%?ﬁ%r&mymmmhi#ﬂ%%?kamk@ﬁ&rﬁ&ﬁ%Xkamk@ﬂ&cﬂ
o (HREMAPATREHENEE, U-BootHIWr i /Ezlmageil &Image, ZNASAELIX2AMHikE. HZ
HLP b 2R A -

CONFIG SKIP RELOCATE UBOOT
3247 ARZ IR B ik 5E

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImagek4i N Z K HbE
"ramdisk addr r=0x6a200000\0"

2.14 Image kernel

RK-T & [1U-Boot 3¢ Ff = ks 2 A [t 1 51 3

o RKH%
Bif% U ) magic H”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 00
KRNL. .Y.vuennn..
00000010 00 03 A4 BC 0B 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1i

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;

recovery.img = ramdisk(for recovery) ;
e Android#% =\,
1% LA ) magic N”ANDROID!”:
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00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@"
00000010 F9 31 CD 00 00 00 00 62 00 00 OO 00 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;
recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;
VilH: recovery dtbo: MAndroid-9.04 FFUa#T 4515 dtb: MAndroid-10.074 FF UG #4115
%
 Distrof% =

H RTFUR Linux (9 —F0@ F [E 44T A% X K ramdisk. dtb. kernel 47— MR . XM
W LAER ST RGAE AFLE, Bl ext2. extd. fat 55, U-Bootfs Bilid S RGEA Be vy 10 2 & (1 4
H. BX2BH:

./doc/README.distro
./include/config distro_defaults.h
./include/config distro bootcmd.h

o 513t android > rk > distro, KR FEATXS NN E B A&, = A& SARIMSEHIZ I
17, HEREREAEG SRR R RN NHELEU-Boot i 471 2.

Jaah e e X
#define RKIMG BOOTCOMMAND \
"boot android ${devtype} ${devnum};" \

"bootrkp; " \

"run distro bootcmd;"

2.15 Image U-Boot

RK-T- & [IU-Boot Hitrust 3 P Al 4% 20 RKATFITH% 273 %5 i Miniloader f1ISPL %151 5] F . H AirRockchip
KATHISDK ARV 1126970 5 5, RVII26TFIRIIF 6 R HFITAR 3, 2 B -1 & R HIRK A 2

o RK #%3
Rockchip H & SCHT 4455, U-BootHltrust7y A FT L Nuboot.imgMtrust.img. U1 T :
uboot.img M3247 trust.img H 4 - Hmagic H“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER
00000010 00 00 20 00 78 dO Of 00 06 99 c2 a8 20 00 00 00 |.. .Xe.o..o.o..

-
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e £f2 24

6447 trust.img 1% X Himagic A“BL3X”
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00000000 42 4c 33 58 00 01 00 00 23 00 00 00 £8 00 04 00
[BL3X....#....... |
00000010 00 00 00 OO OO 0O OO0 OO 00 OO OO OO0 00 OO 0O 0O

o FIT #:X
U-Boot mainline 37 5 /) —F R y5 MR = 1 [ 4 4% . U-Boot. trustPh Fmeu® [ 44— #2478 N
uboot.img.

uboot.img I 1E A+ fimagic 29"d0 0d fe ed", 74 fdtdump uboot.img A LLEEFE [l #Fk.

00000000 dO O0d fe ed 00 00 06 00 00 00 00 58 00 00 04 c4
locococooocos Kooool
00000010 00 00O 00 28 00 0O 00 11 00 OO OO 10 00 OO OO 00 |...

FEZFITN B SEFITE .

o H[ITH
HH N T NXTOTATF i Fe iy HL <5 AT g 3 BUA PHAIR U5 0L, uboot.imgMtrust.img &Rl 1 2 &40 4T

(I
I 14 L8N ARG IR
RK uboot.img IMB 4
RK 32fi trust.img IMB 4
RK 644/ trust.img 2MB 2
FIT uboot.img 2MB 2

MR FAE AT, uboot.img Al trust.img HJ K /NERINER Z4MB .

B R/NFI BB T Vs
o RK#: HixarBINSH. Hll: --sz-uboot 2048 1 Ml —-sz-trust 4096 1, K
uboot.imgHA2M, FTE147; trustimg#fraM, FTEI1
o FIT #%3: FXEZ%: CONFIG SPL FIT IMAGE KB Al
CONFIG_SPL_FIT IMAGE MULTIPLE. 42K 45 K/NAL: KBYRIFT A5 4L

2.16 Interrupt

U-Boot i JR A S ¥ A se B b, RKT-E5%E 7iZIh6E, HHFGIC-V2. GIC-V3.

L 5% PEHHET.
2.17 Kernel-DTB
JRAE K U-Boot R 3 F7 FHU-Boot H . (IDTB, RKT & #1 T kernel DTBHLHI ) FE, EI{§ Flkernel DTB

EWIEAN R . EEEHBRN T IRE IR 2T, W: power. clock. display 5.

ZHE IR
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e U-Boot DTB: fBi#IdAAFfiE FTEIE L4 %
e Kernel DTB: i Si¥JUR b At $TENER O LA 345

U-Boot#J4A LI 55 FIU-Boot DTBYE BUA7Ai# T ENER I4I4A1L, K5 A7 A% L n#Kerel DTB ¥ i & HJ
XA DTBAkSEI A RS . Kerne DTB RIS SCIIIEREL: init kernel dtb() o

TR E— A FEBH U-Boot DTB (FRIEFEHATENE ) , £ T& KAAKISDK B AH F 1 defconfig # 2
Ji Flkernel DTBHLH#| . Bt LL# & X F4M& IDTSIE, H 7 BiZ1& Mkernel DTB.

2<F U-Boot DTB:

DTS H 3%:
./arch/arm/dts/
J& Hkernel DTBHLH G : 2% M Bx 2 U-Boot DTS 7 u-boot, dm-pre-reloc Fl u-boot, dm-spl B

R E ok, 7R AL L SIBRdefconfight conFIc OF SPL REMOVE PROPS FHJE [fiproperty, &4
Ju-boot.dtb 3 {3 HE N fEu-boot.bin I A JE -

FH P 9w 3 52 U-Boot)& A AIE Y fdtdump &K AIDTB N %

fdtdump ./u-boot.dtb | less

GETE NN A
2.18 MMU Cache

RKF- G BN EMMU. Dcache. Icache, MMUZKH 1:1£&PEBLS}, DcacheX H write-back #ilig . AHICHE
[P

// Icachef#[:
void icache enable (void);
void icache disable (void);

void invalidate icache all(void);

// Dcache$zH:

void dcache disable (void);

void dcache enable (void);

void flush dcache range (unsigned long start, unsigned long stop);

void flush cache(unsigned long start, unsigned long size);

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all(void);

/) BEFTUR IS R AE X ] ) Dcache J& M

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

2.19 Make.sh

make.shBE/E —MRFEMA, 2 —MTE. K TH. AT RICH. TR,

// T4
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./make.sh --help

// FTELIE T RE

./make.sh trust // flftrust

./make.sh loader // $Tfloader

./make.sh trust <ini-file> // B trusti8E ini XM
./make.sh loader <ini-file> // @ loaderfl#gEini A

./make.sh spl // FMtpl+spl&E#iddrfiminiloader, FJfloader
./make.sh spl-s // Fspl&E#fiminiloader, #Jfljkloader

./make.sh itb // #fu-boot.itb (64T & R HFHTHATFMU-Boot, OP-TEE
AT

./make.sh env // HRifw printenvH

/7 BRI TIRE

./make.sh elf-[x] [type] /) RiCH: WH-1x158, [type] MIERZER R 4MSPLELTPL
./make.sh elf // RiCHiu-boot A, BRIMEH-DS3
./make.sh elf-S // I giu-boot XA, HH-sSH
./make.sh elf-d // RiCHmu-boot XM, fTH-d54
./make.sh elf spl // IL%tpl/u-boot-tpl XM, ERIMEH-DSEL
./make.sh elf tpl // RIL%ispl/u-boot-tpl XA, ERINEH-DSEL
./make.sh <addr> // e Eaddrh] B R AR 7 B
./make.sh map // ¥THu-boot .map
./make.sh sym // $TFFu-boot.sym
2.20 HW-ID DTB

RKT & KJU-Boot 7] AR HEGPIOE & ADCHITE IR ZS , M Z A3 DTB A A i ik 5 i {4 IR A5 VT AL D TB gk
Tm#E.

BE2Z%. RGHPET.,

2.21 Partition Table

RK -G HIU-Boot 3L Fi PR 47 [X 3R : RK paramterf$ s (1H) 1 br#EGPTHEA CB) » MUHLES LR
PRy X R, RAEMHGPT /XK. Joit& GPT 142 RK parameter, 65 F 1945 X 3 S A-&R Y
parameter.txt. F3 7 0] LLUEL"TYPE: GPT" )& Al 2 5N GPT.

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT // HEREGPTHE M XK, BINARK paramter

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot), 0x00002000@0x00006000 (tr
ust), 0

x00002000@0x00008000 (misc),0x00008000@0x0000a000 (resource), 0x00010000@0x00012000 (
kernel

), 0x00010000@0x00022000 (boot) , 0x00020000@0x00032000 (recovery), 0x00038000@0x000520
00 (bac
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kup) , 0x00002000@0x0008a000 (security),0x00100000@0x0008c000 (cache) ,0x00500000@0x00
18c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor) , 0x00100000
@0x007

96000 (oem) , 0x00000400@0x00896000 (frp) ,-Q@0x00896400 (userdata:grow)

2.22 Relocation

U-Boot2x 7£ 5¢ Jilboard_f.c{Iii ARG H Crelocate# N A7 A B )34kt b, AA&IIEALU-Boot N A7A7 J&)
M€ . RKHJU-BootEkiA:

o 32fi°F"4: CONFIG SKIP RELOCATE UBOOT=y I Afifrelocation, 75 NI .
o 6417 F 5 fHrelocation.

2.23 Reset

o U-Bootl) & A fllkernel —Ff, B2 75 Bl Atrust B 52K
o U-Boot iy 247 B r] LSZ FFEikernel —Ff reboot xxx iy 4 (K Tkernel dtsH [ 7& 3

2.24 Sd/Udisk

RKF- 65 HIU-Boot 3¢ £ SD/UHE [ 1 J5 s it 9. Ferpr:

e SDJE F/F+ & MbootromiX — kT 4~ FF
o U BB/ T2 MU-BootiX — 2 T 1A S ¢

HESH: RGRRET,

2.25 Stacktrace

JEZE I U-Boot N SCRF IR FHAR LA, RKCF S8 7 iZhfe. H AT Ay 3800y 20k 1 AT B

o RGN E Bk
o /XM dump_stack () ;

o ffifl CONFIG_ROCKCHIP DEBUGGER ;

filn % Stabort:

"Synchronous Abort" handler, esr 0x96000010

// abortfJEE. pc. 1r. sp

* Reason: Exception from a Data abort, from current exception level
% BC = 000000000028£430
* LR = 00000000002608d0
= 8P = 00000000£3dceb30

// EEEHEPCHILR

Call trace:
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ECF [< 0028£430 >]
LR: [< 002608d0 >]

/) BRBORFHK R
Stack:

0028£430
0028da24
00211600
002117b0
00202910
00202aa8
0027698c
002151ec
00201b2c

A AN A AN AN AN A AA
V V. V V V V V V V

// FRSRP A BRI AR B
Copy info from "Call trace..." to a file(eg. dump.txt), and run

command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

AP AR BB, SR RS B ) B E S CHefndump.txt) JEHATHN fir 4

cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/] BT ERKIR
SYMBOL File: ./u-boot.sym

// B G PCRILRGS R ARRD A B

Call trace:

PC: [< 0028f430 >] strncpy+0xc/0x20 ./1lib/string.c:98

LR: [< 002608d0 >] on_serialno+0x10/0xlc ./drivers/usb/gadget/g dnl.c:217

[/ EHJE1 R L SL R H

Stack:
[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0
[< 00211600 >] do env set.isra.0+0x70/0x1b8
[< 0021170 >] env_set+0x3c/0x58
[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] Dboard late init+0x5c/0xal
[< 0027698c >] initcall run 1list+0x58/0x94
[< 00215lec >] Dboard init r+0x20/0x24
[< 00201b2c >] relocation return+0x4/0x0

EEF:

o Hefdn o =H, FAARRIRRE IRGE BT B0 2 5 4R S .

./scripts/stacktrace.sh ./dump.txt // FEMTREHU-Boot I MG E
./scripts/stacktrace.sh ./dump.txt tpl // fENTR B tpl KR FARAE B
./scripts/stacktrace.sh ./dump.txt spl // fENTR B spl KA AR B

PATZAT W, ZRTHLES B AR U LA AR SRR A A R X! Bl
INEES /8

FEIEHR



2.26 TimeCost

U-Boot #IAHE5HRERIN 2 AT ENA T BLH) S FERT :

### Booting Android Image at 0x02007800
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=fe000000 size=1000000
'reserved-memory' ramoops@00000000: addr=8000000 size=£0000
Using Device Tree in place at 08300000, end 0831l6edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-Boot By B LA FEIT

Starting kernel

AP LI IT 1ib/initcall.c M debug () A1 DEBUG RGN FIIRFEFENT, BREOhl A&} /make.sh
AT R Yw 3k A5 -

U-Boot 2017.09-00019-g9%b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd6l
PreSerial: 2

# 1213 us # 155. 28 ms

initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// MR 187 us

initcall: 00203719 i MIFER

&
// WI'F 165.355 ms /& initcall: 00203719 JNIEHJU-Boot ) ZNFERS

# 187 us # 165.355 ms
initcall: 0020de81

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms

initcall: 0020de27
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2.27 Timestamp

Kernel (4] EIME BB AT IS RIER, 7 (8 FH P ORI (8] . U-Boot¥FT ENE EERIN KA Wi (8, A
T EE AT LAd AEfiC B CONFIG _BOOTSTAGE PRINTF TIMESTAMP o U1 F:

[ 0.324987] U-Boot 2017.09-00019-g9%055ed0-dirty (Dec 26 2019 - 14:31:44 +0800)

.327215] Model: Evb-RK3288

.330039] PreSerial: 2

.332526] DRAM: 2 GiB

.336454] Relocation Offset: 00000000, fdt: 7be22c38

—_ = = o/
o O O O O

.346981] Using default environment

.351075] dwmmc@ff0c0000: 1, dwmmc@Eff0£0000: O
.394136] Bootdev (atags): mmc 0O
.394272] MMCO: High Speed, 52Mhz
.395276] PartType: EFI

.400347] Android 9.0, Build 2019.6
.402070] boot mode: None

.405213] Found DTB in boot part
.407833] DTB: rk-kernel.dtb
.418211] ANDROID: fdt overlay OK
.432128] I2c0 speed: 400000Hz
.435916] PMIC: RK808

.439113] vdd _arm 1100000 uv
.444148] vdd gpu 1100000 uv

— — — — —/ o/ o/ /= o/ o/ o/ /e
O O O O O O O O O o o o o

[ 1.005018] ## Booting Android Image at 0x02007800

[ 1.009917] Kernel load addr 0x02008000 size 8062 KiB

[ 1.014981] ## Flattened Device Tree blob at 08300000

[ 1.019970] Booting using the fdt blob at 0x8300000

[ 1.025185] XIP Kernel Image ... OK

[ 1.035469] 'reserved-memory' dma-unusable@fe000000: addr=£fe000000
size=1000000

[ 1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=£f0000
[ 1.044412] Using Device Tree in place at 08300000, end 0831l6edl
[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
[ 1.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
[ 1.075259] Total: 812.613 ms

[ 1.075279] Starting kernel

VER: I TAVRRET BN AH XS I IR], g AR5 i 7]

2.28 Vendor storage

RK-F & fIU-Boot#2 it | Vendor storageX 1545 Fl /' {R7SN. MACSE . MmN (FEIL

vendor.c) :
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#define EMMC VENDOR PART OFFSET (1024 * 7)

/* —-— Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET 0

/* —-—— Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH VENDOR PART OFFSET 8

P — AN EOIEAE S it ke, R EoGER S0

int vendor storage read(ulé id, void *pbuf, ulé size)

int vendor storage write(ulé id, void *pbuf, ul6 size)



3. Chapter-3 iFRE

3.1 AT A&

N #irkbin

RRE—ANTEOGE, HTFEBRRKAFERbin. JA. T8 T E. U-Boot ki< WiZ O FER 5]
M tE, T84 floader. trust. uboot[E . rkbinFlU-Boot T.FE A {557 2% H 5% £ .

CHETH: HSHM R,

T#EGCC

GCC%i %448 Fl gee-linaro-6.3.1, Ji & T-prebuilts H 5t A . prebuilts ATU-Boot {# 5 [ 4 H 3K & .
R

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fL:
prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-x86 64 aarch64-

linux-gnu/

GCC F#: WsHMxET

ikFtdefeconfig: BESHEFEENETR.
config fragment/|-#3

BT8NP E EFEmERLTER, —Adefconfig BT L. ATLAMRV 112645 37 FFconfig
fragment, BIX}defconfigif{Toverlay.

Blin: rv1126-emme-tb.configilE 5 % 7 CONFIG BASE DEFCONFIG="rv1126 defconfig", 4l
4T ./make.sh rv1126-emmc-tb ﬁﬁé?&fé??%ﬁﬁrvl126_defb0nﬁg§Eﬁi.C0nﬁg, SR )G BT FHrv1126-
emmc-tb.config L [{) it B X} .configi#f fToverlay. %4 250N

make rv1126 defconfig rvll26-emmc-tb.config && make
ﬁﬂ%gx#oonﬁg fragmentiﬁtiﬁﬁﬁﬁy HFHEER) . /scripts/sync-fragment.sh o fill:

./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

AR 82T .configfllrv1126_defconfig AL B % 7 TidiffElrv1 126-emmc-tb.config L4 7

3.2 Bl gR %

N

7
B

PN
FIIU/Q‘\:

./make.sh [board] // [board]: configs/[board] defconfigXff.
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BIRGE: L3264 T 6, 55— X8 F B 5 72 defeonfig, 4 ik 2 L4145 & [board]. 51 41:

./make.sh rk3399 // build for rk3399 defconfig
./make.sh evb-rk3399 // build for evb-rk3399 defconfig
./make.sh firefly-rk3288 // build for firefly-rk3288 defconfig

ZRGmE: L2642 config" Ik GniE, 4wy 42 A HFE 2 [board]:
./make.sh

VERE: ARG P H A B 0 ) R B PRI, 1521 make distclean JA EHTSRIES

B A e R 2 #EU-BootR H % FFT AR trust. uboot. loader. 1N ZFT A 1S
B

/] ..

// uboot{THEIIFE

load addr is 0x60000000'!

pack input u-boot.bin

pack file size: 478737

crc = 0x840£f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderf| B 5| I ini LA

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success (rk3126 loader v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustiTESFE LTI AWM ini T
load addr is 0x68400000'!
pack file size: 602104
crc = 0x9c178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

/) PORGRER . ER: B EiRtrust Ml oade rT AR S RIX A)iE, YIS DAR T
uboot.img
Platform RK3126 is build OK, with new .config(make rk3126 defconfig)

IRAAERR H SR A AT RS R -

./uboot.img

./trust.img [/ ERE: MEE LMW ES, WEAtrust . img. trust EHRPHTELE
uboot.imgH,

./rk3126 loader v2.09.247.bin

BT TR, 153% TR,



3.3 EfFRESE

RETLH:
Windows/Linux {4 [ 158 5 T H 22 18Cf FH SDK A A ) B i A B e 7 A -
AL W
RKF & — 3G Wi SRR : Maskromfii . Loadert{(U-Boot).
(1) # ALoader& 53U T7 1%

o JEHLE, FlasKizHE+
o JFHLEF, AN ctrl+d2H A 5
o U-Bootfii 2 1T#iA: download 5{# rockusb 0 $devtype $devnum

(2) #t AMaskrombe 51 1) 77 %

o JEHLIF, EAIHLKAZ b &8

o U-Bootfii 4474\ : rbrom
EEE:

 HHT U-Boot SCFFMIf 73X &: RK parameter 77 XK C(IH) A1 GPT 73 IX3& CHr) o WIARAM Z AT
Iy XRE I Hh— Ry XK, N Nand HLES LA BB EREBRS . eMMC HLE AT DASCRF 3
B X3

o WURHLE LRI AEPIR S XK, WALSEIRBMIGPT /XK. WE TFHLE Ak

PartType: EFI // MAIAGPT/IXE, HMFTEI"PartType: RKPARM"

3.4 [E K/

HSHET . RKEEH => U-Bootlil 4.

3.5 FFERIT B

J/make.sh [ 1 gAY, LR 1 BT OIhEE. St/ —Se @AM IT By BT R B . Hi2
i FH (A4 2 D24 134 — X U-Boot.,

JEFITHS A :
./make.sh trust // FflBtrust
./make.sh loader // $Tflloader

./make.sh trust <ini-file> // TAtrusth$8Eini XM, 54 EN ind 0
./make.sh loader <ini-file> // F/flloaderW#BEini 3/, HMNE BN ini 4

FIT#% 2
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// THHA:
. /make.sh

. /make.sh

/] HEE:
. /make.sh
./make.sh
. /make.sh

. /make.sh

T8,

UART ST IHRIA ? dn SR & 2E

spl
spl-s

--spl

--tpl

==l ==gpil
--spl-new

/7
//

HAtpl+splFH#ddrfiminiloader, I loader
fspl&#miniloader, fJfliiloader

Aspl&#miniloader, fIfliiloader

Htpl&iddr, I loader

Htpl. spl&#ddr. miniloader, #Jflfloader
./make.sh --spl W& RITEAERNEE, LS SEHRFEE

, make.shil A& H A



4. Chapter-4 KGR

4.1 AArch32

ARMVS [1] 64 75 Fr 35 MAArch64 iB4L 3] AArch32 #IE/T (BRARMVT ) , ARREAZH 32 £ 4
o

F A a] LIS XA 7 KA A 2480 2 5 AARMVSHT AArch32 fHzt:

CONFIG _ARM64 BOOT AARCH32=y

4.2 ANDROID AB

PRI A/B System BRI (H5 AH 6, 4B Aslot-a, slotbe R " slot i3, %
— A slot i ED SR IR FT L 55— AR Eh, TR TFG T DAL 00 [ 45 LB 53— A slot LB
RTINS AR 5 4

H BiRKF & ¥)pre-loaderf1U-Boot# 1] LA 7 FFA/B R 4 .

4.2.1 i B W

A/B System i 2K MHLIBAVB, 1T :

// B/BIHIIE
CONFIG_AVB_LIBAVB=y
CONFIG_AVB LIBAVB AB=y
CONFIG_AVB LIBAVB ATX=y
CONFIG AVB_LIBAVB_ USER=y
CONFIG_RK AVB LIBAVB USER=y
// fHBEn/BINRE
CONFIG_ANDROID AB=y

422 X E

A/B SystemX] 73 X R A K FTFESCFE A/B I X BAIEMIES _a 1 _b. parameter.txt ZH U1
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FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot _a), 0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a),0x00001000€0x0000e000 (vbmeta b),0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (oem _b) ,0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

423 FEEEW

IAU-Bootff BEA/BR G J5, H P an i dra/bi sy X, NfLiH45 part _get info by name () M5
X % hdirslot/G 4%, 5l4n: "boot_a"ﬁ "boot b" . X IR 2 TURACS: H P sk B Y |
ARG Mslot, HEATFRHPHE, BARHD XA,

BRI ARAL T an R P A AR ARASTE T XN A R s YT T a/b i) 73 X I AT AL FTAS
slotfF 48, HEZLZ 2 BRI 25T RGP slot. 0.  EIRTEIFT EHEAMEH "boot

commit c6666740ee3b51c3el02bfbaflab95b78df29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;
- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.3 ANDROID BCB

BCB (Bootloader Control Block) J&Androidf% | & 4t 8 s F2 1M W it 1) —Fh Flbootloader3Z H.HIHLH . %X
P25 58 AE misc 7> X fwF% 16KB 534 0 fi7 &

e ek

struct android bootloader message {

char command[32];
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char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever

* pbeen used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
}i

command: B34, HEISCELL I =4

28 Theg

bootonce-bootloader Ja hidE N\ U-Boot fastboot

boot-recovery Ja st N recovery

boot-fastboot JA BIiE N recovery fastboot (fij#X fastbootd)

recovery: it recovery mode FIFft i fir 4, 3N "recovery\n", JEIHIF LA 2 A4, DA--"JF
sk, PiMn"g5RE, B "recovery\n--wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" :



update package

retry count

wipe_data
wipe_cache
show_text

sideload
sideload_auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt_and wipe data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

e
OTA F+&%

it recovery JHR IR,  FLUNTH RN AN, HAEZEEHTHEN recovery
T+

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

PEERFEAS userdata 47 [X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD [ 1 F+ 21

T A, FEMA TS &, 1 PCBA Ml
kN PCBA i

EFTARI S X K/, android Q [IZhAR 4 X 3 FE

¥8 Erk SD/USBIE -T2, 1E I8N RFU-Boot

U-Boothfr Bt — AT BIF R0 ER S8, NHEH 22 2%

4.4 AVBZ &R 5

AVB }y Android Verified Boot, 7+t —EFE RS, FEH TR boot system 55 [E £,
Rockchip Secure Boot 2% B 15 FF IR I /7 X AVB, SZEl—E 52K Secure Boot /246 7 & .

4.4.1 Feature

o LRI

o TEEEMERIS

o B LRY

e persistent partition 37 ¥F
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e chained partitions SZ#f, FJLL5 boot, system ZZHAFAEH—E, tHAT LA oem H CARAFAEH, (HU0
H PRK 254

442 i B

FJ5 AVB 75 % trust 3 FF:

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y // Z&HHififitElsecuritysrX

e CONFIG OPTEE Vv1: i&HF-&4 312x,322x,3288,3228H,3368,3399.
e CONFIG OPTEE V2 : &M P& 3326,3308.
e CONFIG OPTEE ALWAYS USE_SECURITY PARTITION: eMMC () rpmb AHEMR A X%, BRIk

ATt
JFJE AVB AHKRACH -

CONFIG AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG AVB LIBAVB ATX=y
CONFIG AVB LIBAVB USER=y
CONFIG RK_AVB LIBAVB USER=y
/) ERJAS 0%, FHEEFEANE avB 5 a/B B, BIAERIERT LA A .
CONFIG ANDROID AB=y //XHF A/B
CONFIG ANDROID AVB=y //X%HF AvB
// FHZEANA efuse MEHMH
CONFIG ROCKCHIP PRELOADER PUB KEY=y
// FIHZ% FE k& unlock K5 % T T
CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y
/ ZERIT
CONFIG AVB VBMETA PUBLIC KEY VALIDATE=y
// MR FHEcpuidff Nchallenge number, JFELLFZE
CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP_OTP=y

4.4.3 5%

FONAVBY LI AR L, HoRFHE. BCEE S dth R B 51

4.5 Cmdline

cmdline #& U-Boot [] kernel f5i S5 — N EEFB, WEBEE M, "E&ERES. BT cmdline
SHH Z KU, B U-Boot BHTHHE . WIEEEHIE 2 5 L4 kernel. U-Boot M Bt cmdline #% fRA7
1E bootargs WA,

bihus

U-Boot & e @it 1524 Fikernel DTBELfY] /chosen/bootargs SKHlemdlinefis .


af://n1122
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4.5.1 ¥z RIE

e parameter.txt 3 {4
& RK A X R, A LLTE parameter.txt A7 cmdline 15 5., #1U0:

CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot),0x00002000@0x00004000 (trust)

’

2 GPT #4201 43 X 3R, 7E parameter.txt B 47 /iflcmdline 15 572 LA .

e kernel dts #YJ /chosen/bootargs , flui:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xf£f30000 swiotlb=1
console=ttyFIQ0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
}i

o U-Boot: MREMATIZITHIRA, U-Boot £hABE M —LEHN % F| cmdline. FLA:
storagemedia=emmc androidboot.mode=emmc ......

e boot/recovery.img [l £k HL (138 # 1.2 H cmdline 7 Bt 5 & .

4.52 BHES X

N H RK -6 F I emdlinie Z808 L. HEZ W ZE N Documentation/admin-guide/kernel-
parameters.txt.

o sdfwupdate: sd FZRIRE, recoveryFE/T 2

e root=PARTUUID: &5 rootfs(system) 73X (JUUID, 1X GPT %3 ¥

o skip_initramfs: kernel A4 ] uboot JIEX 1) ramdisk, Ti{FH rootfs(system) H [¥jramdisk

o storagemedia: 17fifi)r BHZEHY;

e console: kernel 4T E[1 I\ B 15 2.

o earlycon: fEH 115 RURE L ZHT, FEEH M AHRKE

o loop.max_part: max_part F>K € B> loop BB P RESCHFHI 7 X # H

e rootwait: T A RGAGEILEI AT TS, B4 emme WA AR TER, XA an SRA B E
root_wait (11, #2> mount rootfs failed, M FiXANSE G, W] LLAERE driver IN#ER)E, 1
MAFAE & copy H rootfs, F mount (16, AR RIET

o ro/rw: JNE rootfs (@M, Hik/iks

e firmware_calss.path: f8EIBNNME, W wifi. bt. gpu 55
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dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mappet/Iroot (depending on the rules).No uuid was assigned. =%

Bz https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.

txt
androidboot.slot_suffix: AB System B 4 kernel ¥& & MW/ slot J& 50

androidboot.serialno: 4 kernel & _FJEHILFF 55, il adb [1))/7 41 5%%
androidboot.verifiedbootstate: ZH K, H LEFRAL uboot K4G A HPIRES, A =MuRZS, W

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

androidboot.hardware: J5 2% %, Wl rk30board

androidboot.verifymode: 485E 5 iiE 73 X A FLSLAB A RES  CRISE U A4 1 76 B D

androidboot.selinux: SELinux J&— ik T-4- A (domain-type) IR M4 H] (MAC) %
BRG. A=A
1. enforcing: &I, fF SELinux i2/EH, HOL EMIIHFEIRT] domain/type |
2. permissive: H AR : 0K SELinux iBfEH, A aA %A HE I A 2 SLFRER
domain/type FFHL . X Cn] LLIZ >k AE 9 SELinux (] debug 2 H
3. disabled: %4, SELinux J#¥&4 SLhrigfk
androidboot.mode: % /8557, & normal 5 charger.

1. normal: 1E% LG 30
2. charger: KHLJG#EHEIEFFHL, androidboot.mode # & A charger, 1XME H uboot £l L JE 78
L f5 % B 2 bootargs M AL & N
androidboot.wificountrycode: & wifi E %%, 1 US, CN

androidboot.baseband: FLE ¥, RK JILThAE, WE N N/A
androidboot.console: android 15 5.5 H 1t &
androidboot.vbmeta.device=PARTUUID: & vbmeta 7E17fiff ' AL B
androidboot.vbmeta.hash_alg: % & vbmeta hash 7%, 4l sha512
androidboot.vbmeta.size: & vbmeta [] size

androidboot.vbmeta.digest: %5 kernel I"{% vbmeta ] digest, kernel JI#K vbmeta /5115 digest, 35
I digest itk

androidboot.vbmeta.device state: avb2.0 5 7€ R4 lock 5 unlock

4.6 DFU 5 37 [& 14

DFU B Device Firmware Update, HI T HEHx&E M, HITC X DFUKTFEESEFEE L ET.

LT HDFUIIRE, 5 2T A -

CONFIG_CMD DFU=y
CONFIG_USB_FUNCTION DFU=y

HR AL I B BRI AN, TEFRATIT UR TR


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt
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CONFIG_DFU MMC
CONFIG_DFU MTD
CONFIG_DFU_NAND
CONFIG_DFU RAM
CONFIG_DFU_SF

SRR DFU HJ-F &l 5 A AL i) config BU & SCAF, 140231 DFU SCHFAIRV 126 [F 14 ATl i $ 4T BA
N 2T

./make.sh rv1126-dfu
F AR R, FR5 OTG #:113iE4: % PC, #EU-Bootfn 24T HAT
dfu 0 S$Sdevtype $devnum

Forbr, devtype A LLZ mme 28 mtd, LIS £E PC B2 K —> USB download gadget %%, i/l Zadig
B W8 5), B Ja B I R prs

El Zadig — *
Device Cptions Help

1JSB download gadget ~ | [ Edit
Driver |'|.ﬂ.|'ir1USE (v6. 1.7600. 16385) | E:? WinUSB (v, 1. 7600, 16385) |: More Information
WinUSE (libush)
USB ID 0107 libush-win32
, Reinstall Driver bl libushi
el EI WinUSE (Microsoft)

5 devices found.

i H BB A AE Windows i 24T AT
./dfu-util.exe -1
PEI B EAR P IX 3R, %0 XK E XAE include/configs/evb_rv1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"



Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=1,
name="loader", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows iy AT HAT LA iy &AL STAFBITT AR, A AT HE 3008

dfu-util.exe VID:PID -a (73X 4) -DCCHE44) -R(EE 5 1 1)

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a
system b -D rootfs.img -R

ek I log Wi R

dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [ 1 100% 49938432 bytes
Download done.

state (7) = dfuMANIFEST, status(0) = No error condition is present
state (2) = dfuIDLE, status(0) = No error condition is present

Done!

can't detach

Resetting USB to switch back to runtime mode

HRERERH TR, ARERERGS -2 WG XAM D WIS SO 4 B BRI, Bexdr &
JRHEEEIN R ZHEOREER S, TPRBCRES .

4.7 DTBO/DTO

ATHEFAP AR RGBSR, XELRERRET, \fiEARiE: DIB, DTBO, DTC, DTO,
DTS, FDT.
BANZ A H 9 R AT AR A -

o DTS /2 H THiid& FDT #3044
o DTS £ DTC %1% /5 7/ 4 i DTB/DTBO;
o DTB A1 DTBO i#iid DTO #1E R & 3 — A8 i) DTB;
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UL TR Z P S FHE“DTOIX AN B 1 & X “DTBO“REAR, R 3 A TBE XA LR A
Bitfi: DTO & —Ashin i, RAE#ME; DTBO & — M mMe, |MIEMH TS db.

AREFELZHINAS%E ., https:/source.android.google.cn/devices/architecture/dto

4.7.1 [REAH

DTO(Devcie Tree Overlay) #& Android P J5 5| AN H 42058 %] 8 - ZhEe, Pk &4 Blob (DTBO) &
IITECA B E B Blob L. DTO A BAZES 2408 F SoC WA #, FHahas B et e e & ik %
W, AT T 8§ e 8 =5 s S0 TA 4 o ) Ja 1 2R 4T BE L

F AW Blob (*.dtb) —H Vendor | FiHEft, K& M Blob (*.dtbo) 7] H ODM/OEM %) fife
i, #%)5iE1d bootloader & )5 FifLiH4A kernel. 1T

L,:UBoot_nextdeV_DTO

FH >k H: https:/source.android.google.cn/devices/architecture/dto

WEFE: DTO #/EM# H K DTB A1 DTBO HI4m iR @M DTB dmidh X al, Bk AR X Al

i FH dtc 4mi%.dts I, 0 ZRER IR T -@ LALE AR B . dtbo T8N symbols 5 Ei.  symbols i S ALE HibR
ZEMFTA T S BIR, DTO FERMERXANBIRIE NS . a1 FRfil:

L. G ¥ dts 1R 4
dtc -@ -0 dtb -o my main dt.dtb my main dt.dts
2. fFEEMZE DT .dts KIRBld2:

dtc -@ -O dtb -o my overlay dt.dtbo my overlay dt.dts

472 DTO B H

1. e B A R -

CONFIG_CMD DTIMG=y
CONFIG OF LIBFDT OVERLAY=y

2. board_select fdt index()ERELHISEHL . 1XF2—  weak BREL, F /7 AT LIOARHE SERR 17K 0 5T SL B E
R EAE R TEZ 4 DTBO H 3R T-#4T DTO #AEAR DTBO (R[] index & 51, /MM 0 I
15, BRIAW) weak BEGR [F1 1) index S 0.

/*

* Default return index O.

*/

~_weak int board select fdt index(ulong dt table hdr)
{

* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

* Example:

* struct dt table entry *entry;


https://source.android.google.cn/devices/architecture/dto
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* int index;
* dt for each entry(entry, dt table hdr, index) {

B3 .... (use entry)

* return index;
=/

return O0;

473 DTO &8

1. DTO $AT5ERUG, 1E U-Boot HIFFHLIE B H AT LA $1) 45 H

// IS AT ER
ANDROID: fdt overlay OK

/ /RIS (AT B
ANDROID: fdt overlay failed, ret=-19

I 5 S TR PR — FRC R PR A 2 AR 46 blob BN BAFAEAR IS, A DL T B e A T A i
TEVEF SR A B LG 48
2. DTO $#UTHINJE 145 kernel [f) emdline BIBMN NER, FKIHMA04E R DTBO #4T DTO #:
fF:

androidboot.dtbo_idx=1 // idxMOJF#f, XHRIRIEILd=x=1HH 4 DTBOREST DTORRAE

3. DTO $AT el Ja AT EAfEU-Boot i AT £at dr & EAEDTBAZ, Hiksha B4

4.8 ENV

4.8.1 HEZE T F

ENV J& U-Boot HEZE 1 ELZL ) — P EedR A B3, IS hash table F"HAE " A Kot " EAT BRGHE
B, SCREH/N/SU A A G, RATE TSN EE R BIE SR . R E . U-Boot CRHE ENV
B R AFAE S TN B : NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBIL...

Be & -

// BRINECE: ENVIRIELENAF
CONFIG_ENV_IS NOWHERE

// ENVIRAFTE & FIAEH AR
CONFIG ENV_IS IN MMC
CONFIG_ENV_IS IN NAND
CONFIG_ENV_ IS IN EEPROM
CONFIG ENV_TIS IN FAT
CONFIG_ENV_IS IN FLASH
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CONFIG ENV IS IN NVRAM
CONFIG ENV_IS IN ONENAND
CONFIG_ENV_IS IN REMOTE
CONFIG ENV_IS IN SPI_FLASH
CONFIG ENV IS IN UBI

/) AERCEWAFIBLRAERZ MAFEN T (amckRSP) , RRFEHEFMEA] !
CONFIG_ENV_IS IN BLK DEV

HEZEARHS

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/extéd.c
./env/fat.c
./env/flash.c

4.8.2 MkEDO

/] BRI AR
char *env_get (const char *varname);
ulong env_get ulong(const char *name, int base, ulong default val);

ulong env_get hex(const char *varname, ulong default val);

// BMEEIERIET R, value ANULLIZE [H T MBR#E/E
int env_set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);

// ACRAFAEAEEN B _EENVAE B4 fin ti >k

int env_load(void);

// LAFTFTAENVE BRI BT L

int env_save(void);

o env load(): AP ATEEA, U-Boot HEHEZTE A3 1 A Shifi F2 B 5
o env_save(): FIPTET BRI ZIESEM, SHETE K ENV G ERZE]
CONFIG_ENV_IS NOWHERE XXX 1§ & HIFE-E At ;

483 H&EO

RK $24t VA4 4B ENV s, RAaIE. 1B, &iihae. E2RN 7 b3 bootargs
AR, (HFEREEH] T H A A B ek

/**
* env_update () - update sub value of an environment variable

*
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* This add/append/replace the sub value of an environment variable.

* @varname: Variable to adjust

* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error

7/

int env_update (const char *varname, const char *varvalue);

/*
* env_update filter() - update sub value of an environment variable but

* ignore some key word
* This add/append/replace/igore the sub value of an environment variable.

* @varname: Variable to adjust
* @valude: Value to add/append/replace
* @ignore: Value to be ignored that in varvalue
* @return 0 if OK, 1 on error
*/
int env _update filter(const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()f FHLN :

o Al WR varname AFEFE, WA varname Al varvalue;

o JBJN: % varname CLAFAE, varvalue ANAEAE, MIIEN varvalue;

o Bifr: W varname CFEFE, varvalue CAFEAE, WA ST varvalue BHe5km) . toln: JERAELE
“storagemedia=emmc”, 4R[{E A varvalue A“storagemedia=rknand”, W # %5 B
“A"storagemedia=rknand" .

2 env_update_filter()/& env_updatefI¥ R AS: 1E T env B [FIHE varvalue B FHEAN SCHE 7 5%

3FEAER: env_update()F env_update_filter()#B A2 LA M FI<="E /3 B AT ENV N & 3ET B 05 #1,
FTRE R IuAE: BME. "key=value"ZH 514 :

o FAME: sdfwupdates ......

e "key=value"ZH 5 1A]: storagemedia=emmc. init=/init. androidboot.console=ttyFIQO- ......

o RPN DA K FRF R B, ekt “console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive*“/E A— MR LT AT EAE

4.8.4 TAtEfr B

env_save() "] LU ENV fRIZZEITFAEN R, RK P& H ENV FIFEAEALE FIR/N g LanF -

if ARCH ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS IN_UBI
depends on !ENV_IS NOWHERE
default 0x3£8000
help
Offset from the start of the device (or partition)

config ENV SIZE
hex
default 0x8000
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help
Size of the environment storage area

endif

o iE%, ENV_OFFSET Al ENV_SIZE # A @ iU&E M.

4.8.5 I8 F ik T

H Al AN B — % E: eMMC/sdmme/Nandflash/Norflash . {H U-Boot J5 4[] Nand. Nor 2§ ENV
IXFh#RE MTD HESE, 1 RK BT A ORI R E & BLK HEZRE, [RHIX L ENV BRE) ok Ad

ik, RK ¥z N\ BLK HEZLE 26324t conFic ENV Is IN BLK DEV AL EiEDI:

e eMMC/sdmmc [0, #KARIEFE CONFIG_ENV_IS IN. MMC;
e Nand. Nor fJf&#L, TTLLIEHE CONFIG_ENV_IS IN_BLK DEV;

i F P 3 FH A1 5 Bl K configff) CONFIG _ENV IS IN BLK DEV JE Y.
/) CEBIAETREL, TNREBN

CONFIG_ENV_OFFSET
CONFIG ENV_ SIZE

/) EHEAGER D
CONFIG_ENV_OFFSET REDUND (optional)
CONFIG ENV_SIZE REDUND (optional)
CONFIG_SYS MMC ENV_PART (optional)

HE: LWIEFWA CONFIG ENV IS IN XXX FCE, %565 EE Keonfig e it iH, HIHAA TAc
B

4.8.6 fw_printenv L &

fw_printenv /& U-Boot#& it () — A &5 linux ¥ FH env T B o @i XA TH, AP ol LifElinux 15, &k
envif N 2. A FHi% TR Reny X 0 ZA7 T — A kernel 7] WL 43 X _E GRSy XD, AKR _E 2t
kernel sys I FIA-fift 19 007 18] Bllenv X 45

THRERAUT

./make.sh env

AT e i 2 Ja KA
./tools/env/fw _printenv // enviZH T E
./tools/env/fw_env.config // envlt & A
./tools/env/README // enviks T RSO

77751555 README S Y .
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4.8.7 ENVF

A feature H #T0& F T SDKE 1 A7 fEenv.img (U500 (ZERIPCH™ M) o WERAAE, THEIAR
o

U-Boot 542 FIENV I BE AL T A M A B AR RAF B4R A X3, AMETAE B 2. IR RS R AL
BERHRBN, WaIBARSRLEIER G, BEPCERIS . flln: HE3I6% bootemd TREREH
FLBZHE SR PIERATHIIENV FragmentZhge: X7 T U-Boot 52 G 58 48 & Rl ARk () ] - #1853 38
o M ELTTE L Penvir X TAAHE E XA &, FFAEU-Boot L it B 4T 4 #.. U-Boot H ft
Y MenvZr X L3N/ G /B H A 4 SN BB B

ENVEJi L

PR env.xt IR BN, AR5 Hlmkenvimage 2E B FE52 5 env.img B A7 fi 031k . JB B) A Loader
U-Bootn# - frenv.img N 7%, HRIECONFIG ENVF LIST[4 G N EMAE R &, H: x4
[ G R, 7 EEHIEA R K/ env.img.

He & -

CONFIG_ENVF
CONFIG SPL ENVF
CONFIG_ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:

// P83 Primary env.img [FfFfgbt. A7 FT5.

CONFIGiENvioFFSET:OXO

// ¥&%E Backup env.img MIFEf#ibhl, F#&GHIRCONFIG ENV OFFSETRFF—8. #fi: 7.
CONFIG_ENV_OFFSET REDUND=0x0

// Primary Al Backup env.img K/, A F
CONFIG_ENV_STZE=0x8000

ol
Mo

// spi-nor: FVEF L.

CONFIG ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR_OFFSET REDUND=0x0
CONFIG_ENV_NOR_SIZE=0x10000

// spi-nand/slc-nand: LM E.
CONFIG_ENV_NAND OFFSET=0x0

CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

A

./env/envf.c

TH:

// BINS5U-Boot HI4miIFH ALK tools/mkenvimage, HFF Henv.img

./tools/mkenvimage.c

PCu P & imAE GJuf)) -
1. B #env.txt:
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/] WIENRG XK, BNEIRIEREsh. Bli:
blkdevparts=mmcblk0:4M@8M (uboot),4M(trust), 32M(boot),32M(recovery) , 32M (backup) , -
(rootfs)

sys bootargs=rootwait earlycon=uart8250,mmio32,0xff570000 console=ttyFIQ0

o HEIEK:
(1) KM "key=value"iX FhE % 2
(2) BEEXTPR=" EAAETE. AMER BRG]
(3) fE AT RS — RS A 45

e sys bootargs : RURLEFET WZdtsH [Fbootargs. WHIEE T 1ZFE, MU-Boot=
sys_bootargs XI P #%dtsfbootargsfifloverlay, £77EAH A il sys bootargs It /o 2% 5 & -

o PIXEE: SRR AZARHE I mtdpartsMiblkdevparts 7y X LM X, T HRESE (Tik—) o AFREGER
XX SHUT

// eMMC:
blkdevparts=mmcblk0:32K (env), 512KA32K (idblock), 256K (uboot) , 32M (boot) , 2G (rootfs), 1

G (oem) , 2G (userdata) , - (media)

// spi-nor:
mtdparts=sfc nor:64K(env), 128K@64K (idblock), 128K (uboot) ,2M(boot) , 4M(rootfs), 6M(oe

m), - (userdata)

// spi-nand/slc-nand:
mtdparts=rk-
nand: 256K (env) ,256K@256K (idblock) , 256K (uboot) , 8M (boot), 64M(rootfs), 32M (userdata),

- (media)
2. 2 filienv.img:

## Chapter-4 eMMC:

./tools/mkenvimage -s 0x8000 -p 0x0 -o env.img env.txt

## Chapter-4 spi-nor:

./tools/mkenvimage -s 0x10000 -p 0x0 -o env.img env.txt

#spi-nand/slc-nand:

./tools/mkenvimage -s 0x40000 -p 0x0 -o env.img env.txt

3. env.imghe 5 B fFfE 0L .
U-Boot s /PR itk (Ul -

1. {f 4% 7 B env.img

// fHREENVE

CONFIG ENVF=y

CONFIG SPL ENVF=y

CONFIG ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0



CONFIG ENV_OFFSET REDUND=0x0

// spi nor:

CONFIG ENV _NOR OFFSET=0x0
CONFIG_ENV_NOR_OFFSET REDUND=0x0
CONFIG_ENV_NOR STZE=0x10000

// spi nand/slc nand:
CONFIG_ENV_NAND OFFSET=0x0
CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

2. HHi 4 B 56 5 uboot.img .
3. %*J-L,F%;‘ 1%\@7“—‘—\‘:

dwmmc@ffc50000: 0, dwmmc@ffc60000: 1
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

// HUTRATED

ENVF: Primary 0x00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: v1

boot mode: normal

FIT: no signed, no conf required

DTB: rk-kernel.dtb

4. U-Bootfir 4T H I P A LB W1 F d5 & frfreny, B0E Y LA env_save () -

=> env save
Saving Environment to env... // SHIMAFEALRERNSELE

4.9 Fastboot

Fastboot/& Android#& L ) —Fi i BHIUSBAIU-Boot AT BRI T2, —MH FHRIE&EE R RS 4

Vv,
=

4.9.1 fic B %

// fERERCE

CONFIG FASTBOOT
CONFIG_FASTBOOT FLASH
CONFIG _USB_FUNCTION FASTBOO

/] ZHE
CONFIG_FASTBOOT BUF ADDR
CONFIG_FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB_DEV
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4.9.2 fil & 75 R

Fastboot 2R\ fi Fil Google adb ] VID/PID, 1R )L ik 77 =K

o kernel ¥Jfr 2 4THAT: reboot fastboot
o U-BootH#r 21T {T: fastboot usb 0
o FNLKIZHEHE: ctrl+f

493 AR

fastboot flash < partition [ < filename > ]

fastboot getvar < variable | all

>
fastboot erase < partition >
>
fastboot set active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index

4.9.4 5 A VR

e fastboot flash < partition > [ < filename > ]
Uise: 7 XRE
Z&45): - fastboot flash boot boot.img
e fastboot erase < partition >
Uife: BRI IX
%44 fastboot erase boot
e fastboot getvar < variable >
Dige: R AER
24451 . fastboot getvar version-bootloader

< variable > 2%}

version /* fastboot WA */
version-bootloader /* uboot hA */

version-baseband
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product /* FERAER x/

serialno /* RS x/

secure /* BRI </
max-download-size /* fastboot XIFHIRFEHITRTITE */
logical-block-size /* BEYH +/

erase-block-size /* BEBRBREL */

partition-type : < partition > /* FRER )

partition-size : < partition > /xRN x/

unlocked /* WA LockIRAE */

off-mode-charge
battery-voltage
variant

battery-soc-ok

slot-count /* slot HH */

has-slot: < partition > /* BEslotWNEBHIZTXS */
current-slot /* HAiEsslot */

slot-suffixes /* BT S EA R slot, FTEIHE Hname */
slot-successful: < a | b > /* BESXEREMEEREE ~/
slot-unbootable: < _a | _b > /* BEXZEEHBE Hunbootable */
slot-retry-count: < a | b > /* BEISX K retry-count{XE */

at-attest-dh
at-attest-uuid

at-vboot-state

fastboot getvar all

Thig: BTG B&EE

fastboot set_active < slot >

Thg: WEEEH slot

Z445]: fastboot set_active _a

fastboot reboot

Theg: ERdE, IEW)E3)

%445 : fastboot reboot

fastboot reboot-bootloader

Dife: ERW&, HEA fastboot Bz
Z445): fastboot reboot-bootloader
fastboot flashing unlock

Thhe: MBI, VPR 1
254 :  fastboot flashing unlock
fastboot flashing lock

Thee: BUEB®, FbRE

2445 : fastboot flashing lock

fastboot stage [ < filename > ]

hig: FEREIE RN AE, AR IGHEE A CONFIG_FASTBOOT BUF _ADDR
254 : fastboot stage permanent_attributes.bin
fastboot get staged [ < filename > ]
Thig: M s iR B

Z54|: fastboot get staged raw_unlock_challenge.bin



fastboot oem fuse at-perm-attr
IIfE: %85 permanent attributes.bin /& hash
2445
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
fastboot oem fuse at-perm-attr-data
DhRE: HEE permanent attributes.bin 2% £ 174 X%, (RPMB)
%41
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot
Theg: BUEBH
254 : fastboot oem at-lock-vboot
fastboot oem at-unlock-vboot
heg: R, ILSCHF authenticated unlock
41

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
./make_unlock.sh (. make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
A LLZ% (how-to-generate-keys-about-avb.md )

fastboot oem fuse at-bootloader-vboot-key
ThAg: %55 bootloader key hash
%41
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format
Dhag: g R X, 3 XAF BRI T $partitions
2445 : fastboot oem format
fastboot oem at-get-vboot-unlock-challenge
IJfE: authenticated unlock, 753K unlock challenge %i(#f
2445 2= 16. fastboot oem at-unlock-vboot
fastboot oem at-reset-rollback-index
Dife: BAR & rollback ##s
24451 :  fastboot oem at-reset-rollback-index

fastboot oem at-disable-unlock-vboot



ThRe: ff fastboot oem at-unlock-vboot Ay 224K

%445 fastboot oem at-disable-unlock-vboot

4.10 FileSystem

4.10.1 FEZE S #F

FATFIEXT2/4:% % FI U RGikg 2. FLARFAT R HZDOS (MBR) 4rX#, # Wik#%H: SDE. U
.

H A 7EU-Boot ' — & Uy M X B Fl SCF R A L 2 »
FAT It & :

CONFIG DOS PARTITION=y
CONFIG_FS_FAT=y

CONFIG_FAT WRITE=y
CONFIG_FS FAT MAX CLUSTSIZE=65536
CONFIG CMD FAT=y
CONFIG_CMD FS GENERIC=y

FAT i 4
fatinfo fatload fatls fatsize fatwrite
EXT2/4 fit & :

CONFIG_CMD EXT2=y
CONFIG CMD EXT4=y
CONFIG CMD FS_GENERIC=y

EXT2/4 74

ext2load ext2ls extd4load extdls extdsize

4.10.2 HREO

FAT PRS0 /include/fat.h:

int file fat detectfs(void);

int fat exists(const char *filename);

int fat size(const char *filename, loff t *size);

int file fat read at(const char *filename, loff t pos, void *buffer,
loff t maxsize, loff t *actread);

int file fat read(const char *filename, void *buffer, int maxsize);

int fat set blk dev(struct blk desc *rbdd, disk partition t *info);

int fat register device(struct blk desc *dev desc, int part no);

int file fat write(const char *filename, void *buf, loff t offset, loff t len,

loff t *actwrite);
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int fat read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);

int fat opendir(const char *filename, struct fs dir stream **dirsp);

int fat readdir(struct fs dir stream *dirs, struct fs dirent **dentp);

void fat closedir(struct fs dir stream *dirs);

void fat close(void);
EXT2/4 R ¥CEL A include/ext4fs.h:

struct ext filesystem *get fs(void);
int extd4fs open(const char *filename, loff t *len);
int extdfs read(char *buf, loff t offset, loff t len, loff t *actread);
int extd4fs mount (unsigned part length);
void extd4fs close(void);
void extdfs reinit global (void);
int extd4fs ls(const char *dirname);
int extd4fs exists(const char *filename);
int extd4fs size(const char *filename, loff t *size);
void extdfs free node(struct ext2fs node *node, struct ext2fs node *currroot);
int extd4fs devread(lbaint t sector, int byte offset, int byte len, char *buf);
void extd4fs set blk dev(struct blk desc *rbdd, disk partition t *info);
long int read allocated block(struct ext2 inode *inode, int fileblock);
int extd4fs probe(struct blk desc *fs dev desc,

disk partition t *fs partition);
int extd4 read file(const char *filename, void *buf, loff t offset, loff t len,

loff t *actread);

int ext4 read superblock(char *buffer);

int extd4fs uuid(char *uuid str);

4.10.3 5 2 =Bl

// HASDRATIGA (R st W fHusbar AT IR, W& S —M2: usb 0)
=> mmc dev 1
switch to partitions #0, OK

mmcl is current device

/) BEREE

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC1l6G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 "NO NAME "

// BRI
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux.txt

2 file(s), 1 dir(s)
// EHhello. txt AR (BRI RF BB EfilesizeF)

=> fatsize mmc 1 hello.txt

=> echo $filesize
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0x17

// Bhello. txtXfFF0x20000004 4k

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BETENMhello. txt N

=> md.1l 0x2000000

02000000: 6c6c6568 65682d6f 2de6fecbec 6c6c6568 hello-hello-hell
02000010: 65682de6f ffefecec ffffffff fEfffffff o-hello.........

// XA hello-copy.txt. #0x2000000~0x200001 7Kl NS Ahello-copy. txte
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEHAM: hello-copy.txt
=> fatls mmc 1
System Volume Information/

23 hello.txt

23 linux.txt

23 hello-copy.txt

3 file(s), 1 dir(s)

Y ext2/4Mfatdi & AU 528000, AL AR .

4.11 HW-ID DTB

RKF £ f1U-Boot SRS BE A AIGPIOE & ADCIRZS BN 25 8 AN [ (1K ernel DTB, & #7 JJHW-ID
DTB (Hardware id DTB) Ljjfi.

4.11.1 &t EE

R S AW SRR — S0 AR, beln. BRRE. wifi AR . AR ML RRACER NS
—EBA, gEPERRH LB, BT EE HW_ID D)fe SEIl— B8 A AT DUE RS AS [F] AR (R s«

FERIASRIRECE R AR, B b 75 ER AT BRI dtb SCAF, RG24 4 ADC/GPIO AEFFME— (A TR AL
RTREARRRCAS CEotm: [152 19 ade B [E5E 193 GPIO H°F)

FH P A3 S R A i A B 1) dtb SO 43T B33 [R]— ) resource.img, U-Boot 5|3 kernel Bf £ A6 i 44 nf:
—{H, M resource.img B H A Y BT AELFRRAS UG AC A dtb 1245 kernel.

4.11.2 B %

H 87 32 FF ADC A1 GPIO P #h J 2 T AF R AR
ADC &% %t

RK3326-EVB/PX30-EVB F#t_A TE 43 )5 BH, AFEF S EH AR ADC E, X LU E A E
T A R AR :
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ADCO_HW_ID

R R R R R R R R R b by

4 M
Part F It is reserved. for the hardware version of the producti
{If it is not needed, it can be removed. i
i
WCC_1VE
T
U1DD0F

Vi4 ADCD HW ID 15 0.5 -
ADC_ING e —— - T TR0
ADCTINT —77s GADCT HE_HOOK
ADCTINZ ¢ ADCIHET_IM

) o

ADC_AVDD_1VE [—— SrEgOVEC_VE
100nF

Fiag XER

H :411 the Power filter itors. should b
pfzged c'_gsg t,g i':'.e p::rnt;:: ;iﬁ;coggP}isl} ; - HW ID
ADCO_HW_ID Pullup Bull-down | ADC Vialue g
VersionD (Defanle) 51K DHE 1024
PC A% H 19 MIPT 5 /NMRFUER A7 55 b — BT iz H B
- | -
P —— Ty '
[VER T T :
i
i
i
i
i
I
i
I
i
I
R7=0NP '
= R7=10K[: :
- ol
WODE0 EYE WOo 1vE
VOOSWD SVET g - i::-:-‘_ - i;a::-:-:
10uF ool m—l_":'.',= -

ANFE mipi BESECE AR, & EVB LM E —NME—1 ADC S5UHE.

HET V1 A ADC 158 J51%: ADC S8R KAE N 1024, XM ADC_INO 5| g Bz Ehr 2t i R
1.8V, MIPI 5 LA —i 10K ff FHi s fH, $28 EVB #RJ5 ADC=1024*10K/(10K + 51K) =167.8.

GPIO 2% ¥ it

HAT#AT GPIO &% Beit, AP AT E el



4.11.3 DTB %

H 7 75 22 ADC/GPIO A e — B A5 EATIAE dtb U B dr UG R
ADC {E4 HW_ID DTB:
o XAFA LI A 45 R
o HW ID #&%3(: #[controller] ch[channel]=[adcval], R A—5E8EHIG
[controller]: dts LT ADC #2501 M4 7.
[channel]: ADC JHIH .
[adcval]: ADC HJHOME, SEFRARGERZ: adeval+-30.
o FATEEHITTLAUEHNGFRE, WEARA T
o ZANRITZ AN #IEAT MG, B SR 10 MG

R

rk3326-evb-1p3-vl0#saradc ch2=11l#saradc_chl1=810.dtb
rk3326-evb-1p3-v10# saradc ch2=569.dtb

GPIOfE ¥ HW_ID DTB:
o U4 DAC.dtb 4 R s
o HW_ID ¥ =: #gpio[pin]=[level], FxAN— 5T
[pin]: GPIO Jl, 1 0a2 K gpio0a2
[level]: GPIO 5| JHIHLF,
o WA ERPITBIUE /NG FRE, NEAREAH TH
o ZAITZ (BB HBEAT /M08, B 3R 10 LT

bR

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

4.11.4 DTBIT &8

kernel /% : scripts/mkmultidtb.py. JELZBAT] DAL Z A dib #1493 [6]—A> resource.img.

FH P S5 BT I A SO T AL dtb SO 3 DTBS 8L A, FE4E B R ADC/GPIO IR B 15
S|

Lo

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc ch0=166"),
('px30-evb-ddr3-1vds-v10', '# saradc ch0=512"')])

Ao, AT scripts/mkmultidtb.py PX30-EVB & 2E il & 3 45 dtb [ resource.img:

o rk-kernel.dtb: rk BRINK dtb, AMAIAE Bk, prfy dtb #REVLHEC DI BB HT . 4T 601
ALAE 1 DTBS HIEE—> dtb 19 ERINH dtbs
o 1k3326-evb-Ip3-v10# saradc_ch0=166.dtb: L7 ADC 15 1) rk3326 dtb {5
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o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: % ADC {5 B px30 dtb ST,
4.11.5 Thee s A

Pic B I
CONFIG ROCKCHIP_ HWID DTB=y
LM TE
./arch/arm/mach-rockchip/resource _img.c // HAFSH: rockchip read hwid dtb()

DTS At & :
R GPIOVE AREER 5, i fE rkxx-u-boot.dtsi HF 7 B4 %t B [ pinctrl fllgpio 5 ;. ADCERIA CAERE

filtn: gpio0Fgpiol VE I 5«

&pinctrl {
u-boot,dm-spl; // BINZEME, iLZETSHAREIEU-Boot DIBH. R,
}i

&gpio0 {
u-boot,dm-spl;
i

&gpiol {
u-boot,dm-spl;
i

4.11.6 INE L R

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10# saradc ch0=166.dtb // FTEIILELHIDTR, 75MERIA"rk-
kernel.dtb"

Using kernel dtb

4.12 SDAUE

RENFENARKT & LSD MU E A EE) . T
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4.12.1 L R B

JRBRAT AR RIE SRR, A 78 [ Sk B 1) [ A ik A2 o2 BLAT L[ 52 Mtag, I FARIC AT R 30
FIERTH R . U-Boot IR BIXAMFRCJa it e AL A s BT G . e

o JHAEE: FARE B . U-Boot ELEEAE X 17 56 B & 1F IE % 8 3h R 4
o Tt RHHEMMGEL. BEFH R, PCTRSRSEMMEML: — M E 3 Arecovery izl
oy X% GERNARBEE) , — 6L 5 ¥ update.img [E4F GE NBREE) o U-Bootfdi A 145
B R4 Nrecovery®i 1, 4R )5 Hirecovery e 245 B[4 7 i+ 2 A%
FEREE:

o SDFJEFN/FF I Mbootromix — 2 sk 16 X
o UHLJE3N/FH AN MU-Bootix — I 4a 3 ¢, BRI P 2 /b ZRUEU-Bootfg IE# TAF !

4.12.2 B4 HI1E

RKF-& ERISDAMUEL R 3I THRERIHIERRE L w43, UHWA L.

o fHFSDKH % T[] RKTools/linux/Linux Pack Firmware/rockdev/ I.EA ¥ update.img.
o ffifISDDiskTool T. H{lupdate.img FE%FISDEk UL, &

o MLFFRI MBI

o i WFFH Bl spiE)

o riili HRBIE

f ESEeETEEE TR v1.53 [
B AR E SDBoot:2.12
| Generic STORAGE DEVICE USB Device 1486 v
BE AEThRES,
VBl FR (| PCEATIGS, [1sp/zzh
B RAERRE 28
E:\RKVPX308RK3326\ T B Yrockdeviupdate.img IRIFE

I D emodiiR (BE)

I ﬂ&ﬂemo
LEHEEEEE OO (e )
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4123 SD i B

SDA#N/FH: TG SDK KA ffU-Boot LA BRINE AL Z T RE, P AT EFSMNCE

4124 USB LB

UBRRE I #F £ SDKRATHIU-Boot BUAKA . [ NU-Boot A MIUSBE L 7 S ARERT . 0L
A B AR

o BURL: KBS TR EERE M BIAMAHE (eMMC/Nand/...58) , HANIX BRI IER .

o SUR2: #H_LURHHLIEANU-Bootir & 47 #3. $AT usb start Flusb info a2 HIIAREIE R IRAIU
£, BUNE A REURRRA .

o BHR3: K AP BR1Hkernel DTB #5 D1 —f i 44 fltkern.dtb/F/U-Boot ] . /dts/ HX o XA
kern.dtb 2> 7E % 1% U-Boot i # H 5137 i uboot.img .

kern.dtb Fig: 2 ARMA7 it 7 X Hkernel dtb H #RE, U-Boot f# Hkern.dtb #i{RUSB fe#f IE
WG .

o IR4: U-BootffREULL A 2/ T+ KL &
CONFIGiROCKCHIPiUSBiBOOT:y

T2 e Huboot.img .

I Bz FE R 7~ uboot B [ A4 R e VEFT AR 1, & KA D B3 I Akern.dtb 5| SR, sk
- AN FH R U-Boothit &

4.12.5 hEeAEM

WAATfINSD . USRS ETH R REAE 2K

AP LA E % (eMMC. Nand...) _Effjkernel. resource. boot. recovery Z5ICH X, HiilidiL
SD/U#L J= ik ANkernel.

4.12.6 X EH

o U 2 usb start @74, B FEHDGHFER

o WIRABN/ITHH R ESRFGPT/rIX K, MISDDiskTool T A (AR A 25K >= v1.59;

o WIREBIHRELFFABRYE, NISDDiskTool T.H MIIRAE R >= v1.61;

o FUNUSLE /T IhRE 2019114 3 A Thie, BT LUK G0 75 B35 2 4 R 251
1. U-Boot £ EL 58 B B 40 M HEAS A1 (RO -
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commit 369e944c844£783508b7839%ae86a3418e2£63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879%e3acda86

B ARIE AN JUAN AN T sl itk B R D

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fc474da 1lib: sha256: add sha256 csum()

0ed06f1l rockchip: support boot from U-disk

01£0422 common: bootm: skip usb_stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin 6 FE B EIXAHEAL

commit f£9c0b0b72673a65865000a8824908ca6fl2ecc3?
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: Ifel06lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel & F B IXMER

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource tool: add shal for file entry
From u-boot 5e817al0ead27 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bd6ef87769bb456fal086ae7l

Signed-off-by: Tao Huang <huangtao@rock-chips.com>
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5. Chapter-5 IRz HE R

5.1 AMP

5.1.1 S23 BB

U-Boot HEZEERINIEH AMP(Asymmetric Multi-Processing) 32 %F, RK HC.SEHL T —& AMP Hliil: AT
CPUIZAT AR [E A

S B -
(D FEHT

P BAMPRE (A& Linux) #lidits X8 ECPUBITIRG . HIRFEMEE, REFTEH—PFITHER
ffJamp.imghe 5 Flamp sy [X

TFHLI U-Bootft Tt il #amp.img &l 3£ 3£ 47 sha256 78 BEAE ALK, 1 Hitrustdii € £ CPURIZ AT IR IR A Z
FHRLAN L

(2) JABHIFF

IZ4TU-Boot{JCPURR A LM, TMLTE S8 BRI PIRES VIR B Bk IS, SR a vt B SdiAT e f
(3) BIE R

U-Boot /R 6t 5TAMPJ7 % T 4% [ 14 2 A A BRI . CEFE AR RPN Rl 40 PR B AL
(4) Trustfil

AMPYJRER Etrustio & o W1R MR E M CPUBAT IR ZBVUIRES, WSDK Atrust L5045 WIRARBIA
WA, W ZtrustBSCRE (EEF 6 SDKEEIASCHR) ©

FIRCPUBRIIRSFR A2 :

320005 ERIMIRAS . arch = "arm", thumb = <0>, hyp = 0;

640705 Fr BRIIRZS . arch = "arm64", thumb = <0>, hyp = 1;
(5) Linux+tAMP4l&

1. &R AN, 577 R N B LinuxAH ¢ [ {4 BRAE i SMP B AFORFF— 50, BIZLE 7 R FE AR
A: LinuxAH5%[E £F + amp.img.

2. 1A AT LA amp Y its BOE 5 D0 " linux "5 f 48 € CPUIS AT Linux RPRAS - (AR E L2 BRIRES) .

3. WR LB Linux 80 A FR B AR E AR, W) E 8% 3 58 H e AMPEE 5 2145 S SMP R 3 77 =X,
HU-Boot/d ZLinux.

4. WARIEEZ I Linux, WLSEE ) Linux. BB EAMPREMF. dE: BEBINNEZAL
CPUO, i EHFIR I trust S HF o

5. Linux [A {4 fin ik R fU-BootBt & v e, #140: k3568 _common.h.


af://n1691
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512 ERET R

Be & -

CONFIG AMP
CONFIG_ROCKCHIP AMP

HEZR ARG -

./drivers/cpu/rockchip amp.c

ﬁsiﬁﬁﬁ:

./drivers/cpu/amp.its

I H:

./tools/mkimage // SE¥E4mMEF—IKU-Boot/a< HBNAEK

RS FEAZ s Z D

commit ¢51cf04095dde2df2dd047e70d2c7fb0866ea916

Author:
Date:

cpu: amp.its: update amps

Joseph Chen <chenjh@rock-chips.com>
Tue Oct 19 03:16:35 2021 +0000

"arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I99de02c5b6c62ffdd9b25565acdl172801d6e983¢c

5.1.3 Thet)E A

1. #il{Famp.img 7 E— it X, T drivers/cpu/amp.its B2

i Fits: CPUL/2/3fiAMP, CPUOJELinux, FA%ZCPU3. BB Z:

CPU3.

/dts-vl1/;

/A

description = "FIT source file for rockchip AMP";

#address-cells = <1>;

// FrEAMPRE (A& Linux) EfEimages™i & NEE;

images {
ampl {

description
data

type
compression
arch

cpu

thumb

"bare-mental-corel";

/incbin/ ("./ampl.bin");
WA -
{%ﬁEEL
W I
WA T -
0USAZE

"firmware";
"none";
llarmll .

;
<0x100>;
<0>;

//
//
//
//
//

"arm64": 6447, "arm":

/) WbIET: IR S

CPUO => CPU1/2 =>

// WAIETN: ampl [E {4
NG
NG|

cpufifffid (mpidr)

(O

arm or thumb2;

"

ig

324

2tit humb


af://n1721
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CPU

/ /A8 RE T BN A [ 1 S AN

// WIEI: 0: ell/sve; 1: el2/hyp

<0x01800000>; // WhiEkIf. [E4FINZRATE Tk

// AIETR: 33058 AT CPUE e 5 FHE 3 F—A

[/ LI AMEEE)

/incbin/ ("./amp2.bin") ;

/incbin/ ("./amp3.bin") ;

images";

hyp = <0>;
load =
udelay = <1000000>;
hash {
algo = "sha256";
}i
}i
amp2 {
description = "bare-mental-core2";
data =
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
}i
amp3 {
description = "bare-mental-core3";
data =
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
load = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
bi
}i
configurations {
default = "conf";
conf {
description = "Rockchip AMP
rollback-index = <0x0>;

JRBII, AHE A% ANSZ BRI BR 1 o

loadables = "ampl", "amp2", "amp3";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";

}i

// Linux CPUMIEITRFSIEE:



// (1) RAfudelay/dihEnl ¥k,
/7 (2) REIEATEL, HU-BootFEELE e, HI: rk3568 common.h;

linux {
description = "linux-os";
arch = "arm64";
cpu = <0x000>; // CPUOHIlinux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;

}i

 description: FHIA(EE.

o type: BRI "firmware"s

e compression: BRIAfH " none" .

o data: [EfFEEIT. ZEEIE T T amp.its AR XT R A7

e arch: CPU 32/64%5i:\. ARMv7 R BefiE A arm"; ARMvV8 R[4 E Jy"arm64" B "arm", 73l KR
AArch648{AArch32.

o cpu: CPUMFID, Rlmpidr(Multiprocessor Affinity Register), HUE32AZEIW . 40:

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul: cpu@0 {

device type = "cpu";
compatible = "arm,cortex-ab55";
reg = <0x0 0x0>; // mpidr

cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-ab55";

reg = <0x0 0x100>; // mpidr

e thumb: CPUFEAHE. 52 24ithumbl e 5E N1, HNINO.

o hyp: CPUREIMLER.,

o load: [ InEANz4T k.

o udelay: FEENEMRJERIER (AT , Hfius. J&3h58 4 H1CPUJG MU B EN J5 f B3 F—A4
CPU.

o loadables: FEMEAFIAMPE:ZME. F3IHT. ECPU—ELHEHIEIN, A2 ARG
2R,

o linux™ f&i: T Linux+tAMPHE TR, FARES L AZE T hesc Bl BB R 24

2. [T



// 0xe00 ALK, N AR

./tools/mkimage -f ./drivers/cpu/amp.its -E -p 0xe00 amp.img

T L 5E B 4 1% — YR U-Boot 4™ 2 H 8l A4 ilimkimage 1. H

3. 3 X F 3 hlamp 7 X

Eip

£ parameter.txt 7 [X RN "amp" 731X, #RJ5 S amp.img.
U-Boot/& B N#EHENamp 73 X [N A BN AE, Hilamp s X K/IME PR ERLE
4. Bring up

U-Boot HEZR47E &3& (K ML E B &AL AMP [ bring up, 1 F &CPU3ME N E A% HIAMPE 4
CPU0/1/2E’@LmuxIEH¢E’JF E S

// ERINFE 1 amp 3[H 4
### Loading loadables from FIT Image at 7bdbcf80
Trying 'amp3' loadables subimage

Description: rtthread

Type: Firmware

Compression: uncompressed

Data Start: 0x7bdbdd80

Data Size: 311296 Bytes = 304 KiB

Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256
Hash value:
d08db937e4d7bd4125056239154bb30d44a2fcca%e770aa8dead48fabdad838d5
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: " (none)"
optee api revision: 2.0
TEEC: Waring: Could not find security partition
Not AVB images, AVB skip
ANDROID: Hash OK

// ERIFLLnux B
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation

### Booting Android Image at 0x0387£800

Kernel load addr 0x03880000 size 21655 KiB

### Flattened Device Tree blob at 0x0al00000
Booting using the fdt blob at 0x0al00000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£f0000
Using Device Tree in place at 000000000al00000, end 000000000al2322a

vpl adjust cursor plane from 0 to 1

vp0, plane mask:0x2a, primary-id:5, curser-id:1

vpl adjust cursor plane from 1 to 0

vpl, plane mask:0x15, primary-id:4, curser-id:0

vp2, plane mask:0x0, primary-id:0, curser-id:-

Adding bank (fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)



[/ ZBM, FrA BRI, W IR ZRIUE SN LR 3 & A cpu.

// EEBEBEICPUOMILinux (CPULl/2)4Eid Linux/E35))

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK
// ERJAFHECT (CPU3) HiaMPLH 4
AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// Linuxf{ECPUO_FIZAT:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412£fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1ld (Linaro Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

RATENE EARYE P iits iE B A AN, PLSERR ik

5.2 Charge

5.2.1 EZE T #

U-Boot JRZEMBSASCHF 7R N fE, RKEH O 1 —%.

FEHWE KB Z . Display. PMIC. HIETH. mHEZNE, pwrkey. led. CPUIRIIFEIRAR. Timerss.

R TSR
RK809/RK816/RK817/RK818/cw201x.
(A=

// HEZE

CONFIG DM CHARGE DISPLAY
CONFIG CHARGE ANIMATION
CONFIG DM FUEL GAUGE

// B3
CONFIG POWER FG CW201X
CONFIG_POWER FG RK818
CONFIG POWER FG RK817
CONFIG POWER FG RK816

7 HIAESE:
./drivers/power/charge-display-uclass.c
78 HL B 3K By«

// PSTEBHEBATHERE, BRI R, RERA, wREs, R RIRSE.

./drivers/power/charge animation.c

R THHEZE:


af://n1784
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./drivers/power/fuel gauge/fuel gauge uclass.c
AR TS

./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk8l7.c // rk809KE M
./drivers/power/fuel gauge/fg rk816.c

WL

charge-display-uclass.c
=> charge_ animation.c
=> fuel gauge_uclass.c

=> fg rkxx.c

S22 TEE A

FHERFMT . /tools/images/ HZFE, TEFTEH resource.img A REH 7 HAELL IR
W% 2 1PE15 2] fresource.img BRI FT QA E Fr, FZAEU-Boot H 7 AT 4,
$ 1ls tools/images/

battery O.bmp battery 1.bmp battery 2.bmp Dbattery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

T2

./pack_resource.sh <input resource.img> B

./scripts/pack resource.sh <input resource.img>
5&]‘ @ {%‘ 4§\ H

./pack resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp battery bmp
battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready
F)JE £ 1E U-Boot AR H 3% F AE B & B 1 resource.img, 81t hd Ay 2 HiIA P %5

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 00 OO |RSCE......couv...
00000010 0O 00 00 0O OO OO0 00 OO 00O OO OO0 00 00 0O 0O 00

*


af://n1802

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery 1.bm| //
B

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Pevueeuneennnnn.
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
*

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 |....M.....u.....
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.+evuueruneennnnn.

*

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm| //
K2

00000610 70 00 00 OO OO 00 00 OO OO0 OO OO0 00 OO0 OO0 00 00 |Peeeeeeeeeneennn
00000620 00 00 00 00 OO OO OO 00 00 OO0 OO OO0 00 00 00 00 |eweeeuweweenennnn

523DTSECE

DTSFE HL Y A5

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // B IEU-Boot TTH

rockchip, android-charge-on = <1>; // B JEAndroid7t

rockchip, uboot-exit-charge-level = <5>; // U-BootFRHIES, FRVFFALIIERAL H &
rockchip, uboot-exit-charge-voltage = <3650>;// U-BootFtHilt, RVFFHLAIEAKHIE
rockchip, screen-on-voltage = <3400>; // U-Boot o HI, FVFFahtHE0 Rk

rockchip, uboot-low-power-voltage = <3350>; // U-BootJuakfFomilih N 78 Ak =0 1) 5 Ak
L

rockchip, system-suspend = <1>; [/ B KFENFEANtrust [RINFERL (F
ATF R

rockchip, auto-off-screen-interval = <20>; // BIENKEHEE, SR, BRik15s

rockchip, auto-wakeup-interval = <10>; // RHR B ShMefER ], B2 FP. anBR{ENO
Bl

[/ BREAEME, WA ERIR BB, —#
M
/7 JEJ7iaAd
rockchip, auto-wakeup-screen-invert = <1>; // PRI B B 2 75 TR B /K B
}i

5.2.4 RGRIR

Pwrkey %4 :

o 3% pwrkey nJ PA5E/ K BE, KBER RG ot NI FERL A
o K% pwrkey AT HFHLHEN R GE

{RIAER A 25, @i rockchip, system-suspend = <VAL> iEFf:


af://n1812
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o VALNO: cpuwfi Bz, B AAFEINE, A cpu FEANARTHFERE
* VALM1: system suspend tx\, FZIATF/OPTEE S(HiAH M. FKlAkernel ) RARFERHL, A
SoCHEANFFHL.

ATF/OPTEE 37 ffU-BootfK IHFEFFHLII BRI A S : BESE P EENET.

525 BB A

1. Bt . /tools/images/ HE FHIE ) CRA 8bit B 24bitbmp) , HHMS 1s | sort HAKE FHE

HUNG 2 (K HL B 3 = g, {6 A pack_resource.sh JIAHE & v #T £33 resource.img;:
2. 1858 . /drivers/power/charge animation.c BB A HELR,

* IF you want to use your own charge images, please:

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {

{ .name = "battery 0.bmp", .soc = 5, .period = 600 },

{ .name = "battery 1l.bmp", .soc = 20, .period = 600 },

{ .name = "battery 2.bmp", .soc = 40, .period = 600 },

{ .name = "battery 3.bmp", .soc = 60, .period = 600 },

{ .name = "battery 4.bmp", .soc = 80, .period = 600 },

{ .name = "battery bmp", .soc = 100, .period = 600 },

{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },

// @name: WHMAZF;

// @soc: B XIMAHE;

// Gperiod: BEFRIFETE CFAL: ms) ;

/) EE: BJEREA B fail BA, HYsoc=-1"A[§4 1!

5.2.6 FLHLAT

SEBRPE it PO led IR T SRS AHAIR, PRI 78 AR AN SO HE 2 AMT o FRHIN % led 7R3 Z1
led:

o eV led: FOHIHE, LRI, A SE lod B
o FEUEAT %] led: L 100%FEIAT, A 425 led KT

Fik24Led 12 —Mdemo, HIiEMRE B CAIFE RIZHAIE.
e L T -

CONFIG LED CHARGING NAME
CONFIG_LED CHARGING FULL NAME

IXPEANEC BRI T8 € led [ label @B, 55 #Led= i,


af://n1829
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5.3 Clock

531 HEZE T #F

clock IR#N{# FH clk-uclass HEZEAIbRERE D .
fit &

CONFIG CLK
HEZRA A

./drivers/clk/clk-uclass.c
ER=E [N ER

./drivers/clk/rockchip/...

532 fHxEEDO

// FRER B
int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk_get by name (struct udevice *dev, const char *name, struct clk *clk);

/7 fdiRe /R
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

// BCE /REUZR
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// BCE /REEAL
int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);

5.3.3 B EP AT EE 4L

A =R O R B R AL, W R e era T RINE R, T RSN .

cru: clock-controller@ff2b0000 {

compatible = "rockchip,px30-cru";

assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<&cru ACLK_ BUS PRE>, <&cru ACLK PERI PRE>,
<&cru HCLK BUS PRE>, <&cru HCLK PERI PRE>,
<&cru PCLK BUS PRE>, <&cru SCLK GPU>;


af://n1847
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assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

FB—RK, FEEMNSBRAIGENL: rkelk_init()

P G eruliBprobe 2 P FH rkelk init () SERK pll/cpu/bus HUERMIMHIL, iR E XA/ cru_rkxxx.h o
1 RK3399:

#define APLL HZ 600 * MHz)
#define GPLL HZ 800 * MHz)
#define CPLL HZ 384 * MHz)
#define NPLI, HZ 600 * MHz)
#define PPLL HZ 676 * MHz)
#define PMU PCLK HZ 48 * MHz)
#define ACLKM CORE_HZ 300 * MHz)
#define ATCLK_CORE HZ 300 * MHz)

)

)

(
(
(
(
(
(
(
(
#define PCLK DBG HZ (100 * MHz
(
(
(
(
(
(
(
(

#define PERIHP ACLK HZ (150 * MHz
#define PERIHP HCLK HZ 75 * MHz)
#define PERIHP PCLK HZ (37500 * KHz)
#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO HCLK HZ (100 * MHz)
#define PERILPO PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

B, FEEMB S ZIRVIMEI: clk_set defaults()

%S"fﬁcruEBiﬁprobeﬁTﬁEé§U§Fﬁ clk set defaults() fige At ELBC B cru™Y S assigned-
clocks/assigned-clock-parents/assigned-clock-ratesTE‘iﬁl@]/‘Jiﬁ%g (Eﬂﬁi%ﬁﬁﬂﬁiiﬁ%§> , HERANE
fharmiF . HSLI set_armclk_rate () WA SHEPIL EarmiE, HAASHE THIKICPUIRI.

B T eruz 4h, A RIS T UAE H CHprobe REFN A clk set defaults() , %Il vop.

gmac.
%E%’é, %*ﬁﬁ%lﬁ%ﬁl’?ﬂ&é% clk _set_rate()
KECIFIPBAEIAR R clx_set rate () MCEH ORI,

5.3.4 CPUZ S

H 81 %7 & U-BootH I CPUMRI Rt . ESH P LEF . WA SLINLHI A F 2 i =

%

#—2. CPUM#HAPLL
cpuFALERAT A SE L AR «

o BIL: cru W AN assigned-clocks BFEE arm HFRIIHE;
o JDIR2: cru WRXBfprobel iff F clk set defaults () 3R (HASHELE) 1 jarm H AR IR


af://n1869

o WPR3: LI set_armclk_rate() , WEMPEIRI arm HARIER ., #2H FREF6 CBGA

S, HePESHOHSEIZFREm, #lin.

int set armclk rate(void)

{
struct px30 clk priv *priv;
struct clk clk;

int ret;

ret = rockchip get clk(&clk.dev);
if (ret) {

printf ("Failed to get clk dev\n");

return ret;

}
clk.id = ARMCLK;

priv = dev_get priv(clk.dev);

ret = clk set rate(&clk, priv->armclk hz);

if (ret < 0) {

printf ("Failed to set armclk %$lu\n", priv->armclk hz);

return ret;

}

priv->set armclk rate = true;

return 0;

o BIR4: S cpu opp-table SR JEZR, 1E arm I¥) regulator 75 A3 requlator-init-microvolt

= <...> fREmitl Ik, PRIE H AR AT R IR REDLAC .

#—2K. CPUfEFISCMI CLK

BIIRK356X, FFHLIRM T 248 H]semid% 1 ¥ & CPUR B A RS 4

cpu P HLHREA ) S B FE «

o BIE1: semi T A% rockchip, clk-init BB arm HARIRK,

o LIR2: HiIAUBOOTAHFIHFSCMI, CONFIG_CLK_SCMI%;
o LIE3: SUIL set armclk rate() , WEMsemiffidts™i s SR arm H ARSI o

BN, Heran 2% oy Sale®Hm, sl.

rockchip\rk3568\rk3568.c;

#ifdef CONFIG CLK SCMI
#include <dm.h>
/*
* armclk: 1104M:
* rockchip,clk-init = <1104000000>,
* vdd cpu : regulator-init-microvolt
* armclk: 1416M(by default):
* rockchip,clk-init = <1416000000>,
* vdd cpu : regulator-init-microvolt
* armclk: 1608M:
* rockchip,clk-init = <1608000000>,
* vdd cpu : regulator-init-microvolt

*/

int set armclk rate(void)

{

<825000>;

<900000>;

<975000>;

arch\arm\mach-

arch\arm\mach-rockchip\px30\px30.c ;



struct clk clk;
u32 *rates = NULL;

int ret, size, num rates;

ret = rockchip get scmi clk(&clk.dev);
if (ret) {
printf ("Failed to get scmi clk dev\n");

return ret;

size = dev_read size(clk.dev, "rockchip,clk-init");
if (size < 0)

return 0;

num rates = size / sizeof (u32);
rates = calloc(num rates, sizeof (u32));
if (!'rates)

return -ENOMEM;

ret = dev_read u32 array(clk.dev, "rockchip,clk-init",
rates, num rates);
if (ret) {
printf ("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk set rate(&clk, rates[clk.id]);
if (ret < 0) {
printf ("Failed to set armclk\n");
return ret;
}
return 0;

}
#endif
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5.3.5 B Bh

U-Boot HELEATHR AL BB &3, &P &M T soc_clk dump () AT FEERFTEIR EE R . Fl40:
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CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
lsclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz

FATHTEN L

e sync kernel: cru MXiEIT clk set defaults() e & T kernel cru 5 K1 N 158 € ) & M 2R AR
Carm RSN+ B NE IR Async uboot;
e enter 1200000 KHz : A2k Loader # A\ U-Boot I ] arm #i3% ;
e init 1200000 KHz: U-Boot ff] arm #IUHLHER, Bl APLL HZ & AR,
e kernel 800000 KHz: SEHLT set armclk rate() JFi%E T kernel cru 7 s B assigned-clocks f§
EM arm A%, BMER: "kernel ON/A";

5.4 Crypto
Crypto FHe 3= 2] T SEHURE AR 200 B N Mg 5 5005, H A vIAIV2 P M PRRA
5.4.1 ERCHF

U-Boot BRA# A cryptoflE 283, RK HOSEHL 7 —&.

fic & -

CONFIG DM CRYPTO

// 2i%1, B FEMdefconfigERINEREXT ML HE
CONFIG _ROCKCHIP CRYPTO V1
CONFIG_ROCKCHIP CRYPTO V2

HE ARG -

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c
WXz A -

// crypto vil:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c
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